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Summary

Thiscomparative analysis of H.R. 10 (9/11 Recommendations Implementation
Act) and S. 2845 (National Intelligence Reform Act of 2004) is an assessment of
major similarities and differences between the two bills as passed by the House
(October 8, 2004) and Senate (October 6, 2004) and under conference consideration.

References to the two hills are to engrossed versions. The presentation is
organized to follow the basic construct of the House bill, because its coverage
remai ned more stablethrough thelegislative processto date. For purposes of clarity,
we refer to the House-passed bill asH.R. 10.

This assessment was prepared under a stringent time-frame. Analysis of this
complex and far-reaching legidation was complicated by the absence of clean final
bills as passed by either chamber during much of the preparation of this product.
This report now reflects the substance and the structure of the engrossed bills.

CRS experts are available to follow up on any additional needs, including
clarification of content or of legidative references; each section of the anaysis
includes contact information for the CRS analyst or attorney who prepared it.

CRS also provides online access to research products that directly address a
number of issues that are the focus of or are raised by H.R. 10 and S. 2845. These
products are available under the CRS home page heading “ Terrorism & the 9/11
Commission” (see [http://www.crs.gov]).
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H.R. 10 (9/11 Recommendations
Implementation Act) and S. 2845
(National Intelligence Reform Act of 2004):
A Comparative Analysis

Introduction

Thiscomparativeanalysisof H.R. 10 (9/11 RecommendationsImplementation
Act) and S. 2845 (National Intelligence Reform Act of 2004) is an assessment of
major similarities and differences between the two bills as passed by the House
(October 8, 2004) and Senate (October 6, 2004) and under conference consideration.

References to the two hills are to engrossed versions. The presentation is
organized to follow the basic construct of the House hill, because its coverage
remai ned more stablethrough thelegislative processto date. For purposesof clarity,
we refer to the House-passed bill asH.R. 10.

This assessment was prepared under a stringent time-frame. Analysis of this
complex and far-reaching legidlation was complicated by the absence of clean final
bills as passed by either chamber during much of the preparation of this product.
This report now reflects the substance and the structure of the engrossed bills.

CRS experts are available to follow up on any additional needs, including
clarification of content or of legidative references; each section of the anaysis
includes contact information for the CRS analyst or attorney who prepared it.

CRS also provides online access to research products that directly address a
number of issues that are the focus of or are raised by H.R. 10 and S. 2845. These
products are available under the CRS home page heading “ Terrorism & the 9/11
Commission” (see [http://www.crs.gov]).
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Title I: Reform of the Intelligence Community

Overview

Provisions under Subtitle A, H.R. 10 establish the position of National
Intelligence Director to serve as the head of the Intelligence Community and the
principal intelligence advisor to the President. Also redefines national intelligence
to include all intelligence, regardless of source, to include information gathered
within and outside the United States that involves threats to the United States, the
development, proliferation, and use of weapons of mass destruction, and any matter
bearing on U.S. national and homeland security. Provisions under Subtitle A also
establish the requirement for the Department of Defense and the Central Intelligence
Agency to develop coordination procedures for use in the conduct of operations.
Also defines the role that the National Intelligence Director plays in appointing
certain intelligence-related officials. This provision also permits the President to
appoint the serving Director of Central Intelligence initially to the position of
National Intelligence Director upon enactment of the Act.

Establishment of a National Intelligence Director —

Authority
Elizabeth B. Bazan, Legidative Attorney, CRS American Law Division, 7-7202

House Provisions. Section 1011 of the House bill as passed (S. 2845
EAH/H.R. 10) creates a new Section 102A to the National Security Act of 1947,
setting out the responsibilities of a newly created National Intelligence Director
(NID). Under Section 1011(a) of the House passed bill, new Section 102A(f)(7) of
the National Security Act would providethat “nothing in thistitle shall be construed
asaffecting theroleof the Department of Justiceor the Attorney General with respect
to applicationsunder [FISA].” Thereisno parallel provisioninthe Senate passed S.
2845,

Senate Provisions. Under Section 112(a)(7) of S. 2845 as it passed the
Senate, the newly created Nationa Intelligence Director (NID) would be given
responsibility to establish requirements and priorities for foreign intelligence
information to be collected under FISA, and to provide assistance to the Attorney
General to ensure that information derived from electronic surveillance or physical
searchesunder FISA isdisseminated so that it may be used efficiently and effectively
for foreign intelligence purposes. Section 112(a)(7) further provides that the NID
would have no authority to direct, manage, or undertake electronic surveillance or
physical search operations under FISA unless otherwise authorized under statute or
executive order.

Establishment of National Intelligence Director —

Management and Budget
Prepared by Alfred Cumming, Speciaist in Intelligence and National Security, CRS
Foreign Affairs, Defense, and Trade Division, 7-7739

Both H.R.10 and S. 2845 would replace the current position of Director of
Central Intelligence with aNational Intelligence Director (NI1D) who would oversee
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national intelligence centers on specific subjects of interest — including a National
Counterterrorism Center (NCTC) — across the United States government; manage
the national intelligence program; overseethe agenciesthat contributetoit; and have
some degree of hiring, firing, and budgetary authority over the Intelligence
Community’s 15 agencies.

The principal difference between thetwo billsisthe amount of budget authority
each accordsthe NID, with the Senate’ s version seemingly providing more authority
according to some observers. Under S. 2845, the NID would deter mine the annual
budget for intelligence and intelligence-related activities by providing budget
guidance to heads of IC agencies containing one or more NIP-funded programs,
projects or activities. It aso provides that the NID develop and present to the
President the annual NIP budget after consulting with IC heads, overseeing NIP-
funded programs, and providebudget guidanceto those | C elementsnot containing
NIP-funded programs.

Under H.R. 10, on the other hand, the NID would merely develop and present
to the President the annual budget for intelligence and intelligence-related activities,
and in doing so, provide budget guidance to heads of 1C agencies containing NIP-
funded programs.

The Senate bill also authorizes the NID to manage and over see NIP budget
execution, reprogramming, and funds and personnel transfers, whereasthe House' s
version callson the NID to ensur e the effective execution of the annual NIP budget.

Establishment of the NID and General NID Responsibilities. H.R.10,
Section 1011, establishes within the Executive Branch (but not located within the
Executive Officeof the President) aPresidentially-appointed, Senate-confirmed NID
who shall serve ashead of theIC; the President’ s principal intelligence advisor; and,
through the heads of the departments containing elements of the IC, and the Central
Intelligence Agency (CIA), manage and oversee the execution of the National
Intelligence Program (NIP) and direct the NIP. Theindividua servingastheNID is
prohibited from serving as the CIA director or as the head of any other IC element
(Section 1011(a)).

S.2845 establishes within the Executive Branch a Presidentially-appointed,
Senate-confirmed NID who shall serve as head of the IC; the President’ s principal
intelligence advisor; head of the Nationa Intelligence Authority; and direct and
oversee the Nationa Intelligence Program. The individual serving as the NID is
prohibited from serving in any capacity in other IC element, except to do so in an
acting capacity (Section 102).

NID Budget Responsibilities. According to H.R.10, Section 1011, the
NID shall develop and present to the President the annual budget for intelligenceand
intelligence-related activities. Indoing so, the NID shall provide budget guidanceto
heads of 1C agencies containing NIP-funded programs. The NID shall participate
in the development by the Secretary of Defense of the annual budgets for the Joint
Military Intelligence Program and Tactical Intelligence and Related Activities. The
NID shall providebudget guidanceto those | C elementsnot containing NI1P-funded
programs.
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According to S.2845, Section 112, the NID shall determine the annual
budget for intelligence and intelligence-related activities by providing budget
guidance to heads of I1C agencies containing one or more NIP-funded programs,
projects or activities. The NID aso shall develop and present to the President the
annual NIP budget after consulting with I1C heads overseeing NIP-funded programs.
The NID shall provide budget guidance to those IC elements not containing NI1P-
funded programs. The NID shall participatein the development by the Secretary
of Defense of non-NIP annual military program budgets.

Budget Execution. Accord to H.R. 10, Section 1011, the NID shall
ensure the effective execution of the annual budget for intelligence and
intelligence-related activitiesand shall facilitatethe management and execution of
NIP funds.

Accordingto S. 2845, Section 112(a)(2), the NID shall manage and over see
NIP budget execution, reprogramming, and funds and personnel transfers.

NID Budget Authorities. According to H.R.10, Section 1011, the NID
shall providebudget guidanceto IC elements comprising the NIP; participateinthe
development by the Secretary of Defense of the annual Joint Military Intelligence
Program (JMIP) and Tactical Intelligence and Related Activities (TIARA) budgets;
and provide budget guidance to non-NIP, IC elements.

According to S.2845, Section 113, the NID shall coordinate, prepare, and
present to the President the annual NIP budget. Indoing so, the NID shall approve,
prior to submission to the President, any portion of a NIP budget prepared outside
the NID’soffice. TheNID shall approve any budget of an I1C agency or element
containing aportion of NI P funding prior to submission to the President. TheNID
shall provide budget guidance to non-NIP IC elements.

Budget Reprogramming. AccordingtoH.R.10, Section 1011, NIPfunds
may not bereprogrammed or transferred without theNID’ sprior approval, except
in accordance with NID-issued procedures. The Secretary of Defense shall consult
with the NID before transferring or reprogramming JMIP funds.

According to S.2845, Section 113(f), NIPfundsmay not ber epr ogrammed
or transferred without the NID’s prior approval, except in accordance with NID-
issued procedures. The NID, before reprogramming NIP funds, shall consult with
the agency head having jurisdiction over the NIP-funded element.

Funds and Personnel Transfers. AccordingtoH.R. 10, Section 1011,
the NID, with OMB approval, may transfer NIP funds within the NIP, subject to the
provisionsof annual appropriations acts; may transfer |C personnel for up toayear,
in accordance with procedures devel oped with affected department heads. Fund and
personnel transfers may be made only if activity to which transfer is being madeis
of ahigher intelligence priority; the need is based upon unforseen requirements; the
transfer does not involve atransfer of fundsto the CIA’ s Reserve for Contingencies,
in the case of funds transfer, islessthan $1 million, and less than 5% of amounts
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availableto the affected agency under the NIP, and the transfer does not terminate a
program.

According to S. 2845, Section 113(g), the NID, with OMB approval, may
transfer or reprogram NIP funds between NIP programs; approve or disapprove the
transfer or reprogramming of non-NIP funds to the NIP; transfer NIP-funded
personnel from one IC element to another, in accordance with NID-developed
procedures; transfer non NIP-funded personnel from one IC element to another IC
element, in accordance with mutually agreed upon procedures between the NID and
affected agency heads. Fund and personnel transfers may be made only if activity to
which the transfer is being made is of higher intelligence priority; does not involve
transfer of funds to the Reserve for Contingencies; does not involve transferring
uniformed services personnel for periods exceeding three years; and does not exceed
applicable ceilings established in law for such transfers.

Agency Head Objection to Fund and Personnel Transfers.
According to H.R. 10, Section 1011, funds transfer may be made without regard to
the $1 million and 5 percent limitations provided NID gains agency head
concurrence.

S. 2845 has no comparable provision.

Personnel Transfer Procedures. Accordingto H.R.10, Section 1011,
the NID is required to develop, with affected agency heads, personnel transfer
procedures that would govern IC personnel transfers.

According to S. 2845, Section 113(g), the NID would develop personnel
transfer procedures for transfers taking place within NIP-funded programs; the NID
and affected agency headswoul d devel op personnel transfer proceduresfor personnel
transfersinvolving non-NIP funded programs.

FBI Funds and Personnel Transfers. According to H.R. 10, Section
1011, the NID isauthorized to transfer funds/personnel to and from the FBI’ s Office
of Intelligence.

According to S. 2845, Section 113(g), the NID is authorized to transfer
funds/personnel to and from the FBI’s Office of Intelligence.

Direct Appropriation. AccordingtoH.R. 10, Section 1011, the Office of
Management and Budget shall apportion all NIP funding to the NID.

Accordingto S. 2845, Section 113(d), NIP funds shall be appropriated to the
National Intelligence Authority and be under the NID’ s direct jurisdiction.

Hire and Fire Authority. CIA Director: According to H.R. 10, Section
1014, the NID shall recommend to the President, individual sfor nomination to serve
as Deputy NID and CIA Director.
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According to S. 2845, Section 118(a), the NID shall recommend to the
President anindividual for nominationto serveasDirector of the Central Intelligence
Agency, in the event of avacancy.

Presidential Appointments (i.e., Directors of the National Security Agency
(NSA), National Reconnai ssance Office (NRO), and National Geospatial-Intelligence
Agency (NGA)) and Other Appointments: According to H.R. 10, Section 1011, the
Secretary of Defense shall obtain NID concurrence in appointing or recommending
nominees for the director of NSA, NRO and NGA.. If the NID does not concur, the
vacancy may not be filled or recommendation made to the President regarding a
Presidential appointment (as the case may be).

Department heads with jurisdiction over other IC intelligence positions (i.e.,
the Director of the Defense Intelligence Agency; the Assistant Secretary of State for
Intelligence and Research; The Director of the Office of Counterintelligence of the
Department of Energy; The Assistant Secretary for Intelligence and Analysis of the
Department of Energy; The Executive Assistant Director for Intelligence of the
Federal Bureau of Investigation; the Under Secretary of Homeland Security for
Information Analysis and Infrastructure Protection; and the Deputy Assistant
Commandant of the Coast Guard for Intelligence) shall consult with the NID before
making such appointments.

Accordingto S. 2845, Section 117(a), if the appointment to such position (to
include NSA, NRO and NGA Directors) is made by the President, any
recommendation to hominate or appoint an individual to such position shall be
accompanied by a NID recommendation. If the appointment to such position is
made by the department head containing such agency, organization, or element, the
CIA Director, or asubordinate official of such department of the CIA, no individual
may be appointed to such position without the NID’ s concurrence.

NID Analysis and Tasking. AccordingtoH.R.10, Section 1011, theNID
shall manage and direct the tasking of collection, anaysis, production and
disseminations of national intelligence.

According to S. 2845, Section 112(a)(4), the NID shall issue and manage
collection and analysis tasking.

Limitation on the NID’s Authority Regarding FISA. H.R. 10, Section
1011, states that nothing in the title “ shall be construed as affecting the role of the
Department of Justice or the Attorney General with respect to applications under the
Foreign Intelligence Surveillance Act of 1978.”

S. 2845 contains no comparable provision.

Independence of the National Counterterrorism Center. Titlell,
subtitle C, Section 223, of S. 2845 (engrossed) requires that “... no officer,
department, agency or element of the executive branch shall have any authority to
require the Director of the National Counterterrorism Center to: (1) receive
permission to testify before Congress, or (2) submit testimony, legidlative
recommendations, or comments to any officer or agency of the United States for
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approval, comments, or review prior to submission of such recommendations... to
Congress, if such recommendations, testimony, or comments include a statement
indicating that the views expressed therein are those of the agency submitting them
and do not necessarily represent the views of the Administration....”

There is no corresponding measure on this matter in H.R. 10 (engrossed).

NID Acquisition Authority. H.R. 10, Section 1011, states that the NID
may exercise the acquisition authorities conferred to the Director of Central
Intelligence under the Central Intelligence Agency of 1949.

S. 2845, Section 162, states that the NID shall require the development and
implementation of a program management plan that includes cost, schedule, and
performance goals and program milestone criteria, and that the NID will serve as
exclusive milestone authority, except with respect to Department of the Defense
programs, where he shall serve as milestone decision authority jointly with the
Secretary of Defense or the Secretary’ s designee.

Establishment of National Intelligence Director — Joint
Procedures. Prepared by Andrew Feickert, Specialist in National Defense, CRS
Foreign Affairs, Defense, and Trade Division, 7-7673

H.R. 10, Section 1013. Joint procedures for operational coordination
between Department of Defense and Central Intelligence Agency.

House Provisions. Section 1013: This provision requires the National
Intelligence Director, the Secretary of Defense, and the Director of the Central
Intelligence Agency to develop joint procedures to improve the coordination and
deconfliction in the planning, execution, and sustainment of operations involving
both DOD and the CIA. Requiresinformation exchange at theinitiation of planning
such operations between the Secretary of Defense and Director, CIA so that senior
operational officials have knowledge of the existence of all ongoing operations.
Requires, when appropriate, mutual agreement on tactical and strategic objectives
when the DOD and the CIA are conducting operations in the same geographical
region. Nolater than 180 daysafter the enactment of the act, the National Intelligence
Director will submit to congressional defense and intelligence committees, areport
describing the procedures established and the status of their implementation.

Senate Provisions. No comparable provisions.

Comments. S. 2845 hasno comparable provisions. H.R. 10 Section 1013
is related to 9/11 Commission Recommendation, 32 which calls for shifting the
responsibility for directing and executing paramilitary operations from the CIA to
DOD. H.R. 10, Section 1013 does not assign lead responsibility for paramilitary
operationsto DOD or the CIA.
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The National Counterterrorism Center — Establishment
Prepared by Todd Masse, Specialist in Domestic Intelligence and Counterterrorism,
CRS Domestic Social Policy Division, 7-2393

Overview. H.R. 10 (Title I, subtitle B, section 1021), the “9/11
RecommendationsImplementation Act” and S.2845 (Titlel, SubtitleD, section 143),
the “National Intelligence Reform Act of 2004,” would establish a National
Counterterrorism Center (NCTC). These legidative proposals, the 9/11
Commission’s recommendation with respect to an NCTC, and Executive Order
13354 — National Counterterrorism Center, signed August 27, 2004, are compared
in CRS Report RL32558, updated October 6, 2004. The bills compared in CRS
Report RL32558 are, however, as introduced. This product updates RL32558 to
includetheaccepted amendmentsto H.R. 10 and S. 2845 with respect to the National
Counterterrorism Center.

Establishment of a Center. Both H.R. 10 and S. 2845 establish an
NCTC. Section 1021 of the House hill places an NCTC within the Office of the
National Intelligence Director (NID). Section 143 of the Senatebill placesanNCTC
within the National Intelligence Authority. The primary difference between these
two isthe location of the function.

Structure — Directorates. Intelligence: From a structural standpoint,
H.R. 10, section 1021, establishes two directorates — one each for Intelligence and
Strategic Planning. S. 2845, Section 143, also establishestwo directorates- oneeach
for Intelligence and Planning. Both bills call for the Directorate of Intelligence to
have primary responsibility for analysisof terrorism and terrorist organizationsfrom
all sources of intelligence. Both bills transfer authority over the existing Terrorist
Threat Integration Center (TTIC) tothe Directorate of Intelligenceto accomplishthis
analytical mission.

One difference between these two bills with respect to the Directorate of
Intelligenceisthat S. 2845, Section 143, proposesthat the Directorate also conduct
“net assessments,” acomparison of terrorist intentionsand capabilitieswith assessed
national vulnerabilities and countermeasures. H.R. 10, Section 1021 does not have
asimilar provision.

Planning: H.R. 10 establishesaDirectorate of Strategic Planning to provide
“... strategic guidance and plans for counterterrorism operations conducted by the
U.S. Government.” S. 2845, Section 143, establishes a Directorate of Planning
which, among other functions, would “... monitor the implementation ...” of
counterterrorism operations assigned to departments and agencies.

One difference between these two billswith respect to the planning isthat S.
2845, Section 143, appears to provide more authority to the Directorate of Planning
with respect to assigning responsibilities for counterterrorism operations to
departments and agencies, as well as monitoring the implementation of these
assignments.

Director of National Counterterrorism Center. Under H.R.10, Section
1021, the NCTC Director isappointed by and reportsto theNID. TheDirector of the
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NCTC serves as principal adviser to the NID on intelligence operations relating to
counterterrorism, provides strategic guidance regarding the integration of
counterterrorism intelligence and operations across agency boundaries, and advises
the NID on the extent to which counterterrorism program recommendations and
budget proposals of departmentsand agencies conform with prioritiesestablished by
the President. Under S. 2845, Section 143, the NCTC Director is appointed by the
President by and with the advice and consent of the Senate. The NCTC Director
serves as the principal adviser to the President and NID on joint counterterrorism
operations; provides unified strategic direction for civilian and military
counterterrorism efforts; concurs in, or advises the President on selections of
personnel to head the following intelligence entities: (1) Director of Central
Intelligence’s (DCI) Counterterrorism Center, (2) Assistant Director, FBI
Counterterrorism  Division, (3) Department of State’'s Coordinator for
Counterterrorism, and (4) other operating entities. Under S. 2845, Section 143, the
NCTC Director reportsto the NID on budget and programs of NCTC and activities
of the NCTC’ s Directorate of Intelligence. The NCTC Director reportsto NID and
the President with respect to planning and progress of joint counterterrorism options.

The differences here are: (1) confirmation of the NCTC Director, (2)
personnel authorities of the NCTC Director, and (3) reporting relationships with
respect to certain NCTC Director functions.

Primary Missions. Under H.R. 10, Section 1021, the NCTC has primary
responsibility for analysis and integration of all United States government
intelligence pertaining to terrorism and counterterrorism, “... excepting intelligence
pertaining to exclusively domestic counterterrorism.” The proposed NCTC “...
supportsoperational responsibilitiesassigned to other agenciesby ensuringthey have
access to intelligence they need.” It aso conducts strategic operational planning.
Under S. 2845, Section 143, the primary mission of the NCTC is to develop and
unify strategy for civilian and military counterterrorism efforts; integrate
counterterrorism intelligence, inside and outside United States; devel op interagency
(more than one department) counterterrorism plans, ensure that collection of
counterterrorismintelligence and conduct of counterterrorism operationsisinformed
by analysis of all — source intelligence.

One difference appears to be that the mission under H.R. 10, Section 1021,
doesnot allow the NCTC to assign operational responsibilitiesto other departments
and agencies. It also does not appear that S. 2845, Section 143, has any prohibition
of intelligence relating to domestic counterterrorism being provided to the NCTC's
Directorate of Intelligence for analysis.

Duties and Responsibilities of Director. Under H.R. 10, Section 1021,
the duties and responsibilities of the NCTC Director involve serving as principal
advisor to the National Intelligence Director on “intelligence operations relating to
counterterrorism ..., providing strategic guidance and plansfor civilian and military
counterterrorism efforts,” and advising the NID on budget proposals of the
departments and agencies. Under S. 2845, Section 143, the NCTC Director serves
as principa adviser to the “... President and the National Intelligence Director on
interagency counterterrorism planning and activities,” and has certain personnel



CRS-10

authorities insofar as the incumbent would “... concur in, or advise the President
on...” selection of certain counterterrorism officialsin the Intelligence Community.

The differences here are: (1) reporting relationships, and (2) personnel
authorities of the Director NCTC.

Limitation. Under H.R. 10, Section 1021, theNCTC *“... may not direct the
execution of counterterrorism operations....” S. 2845, Section 143, also stipulates
that the Directorate of Planning “... may not direct the execution of operations
assigned under paragraph (3).”

There are no differences on this limitation.

Resolution of Disputes. Under H.R. 10, Section 1021, the NID resolves
disagreements between the Director of NCTC and agency heads with respect to
counterterrorism assignments, plans, or responsibilities. Agency heads may appeal
the NID’s decision to the President. Under S. 2845, Section 143, disputes with
respect to counterterrorism plans and operations are brought to NID who may either
accede or notify the President of the necessity to resolve any disagreement.

One difference with respect to this issue appears to be the option of the
agency heads under H.R. 10, Section 1021, to appeal an NID decision to the
President. This provision was not specified in S. 2845, Section 143.

Reports Required. Under H.R. 10, Section 1021, there do not appear to
be any reporting requirements with respect to the NCTC. Under S. 2845, Section
143, areport isrequired. S. 2845, as amended, stipulates: “Not later than one year
after the date of the establishment of the National Counterterrorism Center ... the
Nationa Intelligence Director shall submit to Congress a report evaluating the
effectiveness of the Center in achieving its primary missions....”

The National Counterterrorism Center and

Civil Liberties Protections
Prepared by Harold Relyea, Specialist in American National Government, CRS
Government and Finance Division, 7-8679

Overview. The final report of the 9/11 Commission recommended that
“there should be a board within the executive branch to oversee adherence to the
guidelineswe recommend and the commitment the government makesto defend our
civil liberties.”* Thisrecommendationisthethird and final one madein asection of
the report captioned “The Protection of Civil Liberties” In the other two, the
commission recommended that (1) the President, in the course of determining the
guidelinesfor information sharing among government agenciesand by themwith the
private sector, “ should safeguard the privacy of individual sabout whom information
isshared”; and (2) the* burden of proof for retaining aparticular governmental power
should be onthe executive, to explain (a) that the power actually materially enhances

1 U.S. National Commission on Terrorist Attacks Upon the United States, The 9/11
Commission Report (Washington: GPO, 2004), p. 395.
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security and (b) that there is adequate supervision of the executive's use of the
powers to ensure protection of civil liberties. If the power is granted,” the report
added, “theremust be adequate guidelinesand oversight to properly confineitsuse.”
Read together, these recommendations call for a board to oversee adherence to
presidential guidelines on information sharing that safeguard the privacy of
individuals about whom information is shared, and adherence to guidelines on the
executive's continued use of powers that materially enhance security. The report
offered no additional commentary on the composition, structure, or operationsof the
recommended board. Such aboard, however, had been proposed in December 2003
in the fifth and final report of the Advisory Panel to Assess Domestic Response
Capabilities for Terrorism Involving Weapons of Mass Destruction, chaired by
former Virginia Governor James S. Gilmore I11.2

House Provisions. Section 1022 of H.R. 10 establishes, within the office
of the NID, a Civil Liberties Protection Officer, who is appointed by the NID, and,
among other duties, is responsible for (1) ensuring that civil liberties and privacy
protection are appropriately incorporated in the policies and procedures devel oped
for, and implemented by, the office of the NID and the elements of the intelligence
community within the National Intelligence Program; (2) overseeing compliance by
the office of the NID with constitutional, statutory, regulatory, administrative, and
other requirements relating to civil liberties and privacy; and (3) investigating
complaintsand possibleabuses of civil libertiesand privacy by the office of theNID.
Section 5092 of the bill also establishes within each federal agency with law
enforcement or anti-terrorism functionsachief privacy officer, who isdesignated by
the head of the agency, and, among other duties, is responsible for ensuring that
technol ogies applications sustain, and do not erode, privacy protectionsfor personal
information; ensuring compliance with Privacy Act fair information use practices,
conducting privacy impact assessments of proposed rules of the agency; and
preparing and submitting an annual report to Congresson activities of theagency that
affect privacy. Concerning privacy impact assessments, Section 5091 of the hill
requiresthat agency rulemaking involving internal revenuelawsof the United States
and pertaining to the collection, maintenance, use, or disclosure of personally
identifiable information for 10 or more individuals take into consideration impacts
on individual privacy through the preparation and provision for public comment of
an initial, and subsequent final, privacy impact assessment. Agencies are aso
required to conduct, in accordance with an annual plan, a periodic review of their
rules having asignificant privacy impact on individuals, and must annually publish
a list of such rules to be so reviewed. For any rule for which a privacy impact
assessment isrequired, an individual who isadversely affected or aggrieved by final
agency action is entitled to judicia review of agency compliance with impact
assessment provisions,

Senate Provisions. Section 211 of the Senate bill establishes, within the
Executive Office of the President, a Privacy and Civil Liberties Oversight Board,

2 pid., pp. 394-395.

3 U.S. Advisory Panel to Assess Domestic Response Capabilities for Terrorism Involving
Weapons of Mass Destruction, V. Forging America’s New Normalcy: Securing Our
Homeland, Preserving Our Liberty (Arlington, VA: Rand Corporation, 2003), pp. 22-23.
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composed of a chair and four additional members, who are appointed by the
President with Senate approval and serve six-year terms. The board, anong other
duties, is responsible for reviewing proposed legislation, regulations, and policies
related to effortsto protect against terrorism; reviewing the implementation of such
legidation, regulations, and policies; advising the President and other executive
branch officials to ensure that privacy and civil liberties interests are appropriately
considered in the development and implementation of such legislation, regulations,
and policies; and continually reviewing the regulations, policies, and procedures of
the departments and agencies, and their implementation, to ensure that privacy and
civil liberties are protected. Section 212 of the bill requires the Attorney General,
Secretaries of Defense, Health and Human Services, Homeland Security, State, and
the Treasury, NID, Director of the Central Intelligence Agency, and the head of any
other executive department, agency, or element of the executive branch so specified
by the Privacy and Civil Liberties Oversight Board to designate not less than one
senior officer as a Privacy and Civil Liberties Officer (unless such officia already
exists). Such officers, among other duties, are responsible for raising privacy and
civil liberties interests when agency leaders are proposing or implementing laws,
regulations, policies, or guidelines related to efforts to protect against terrorism;
periodically investigating and reviewing agency actions, policies, procedures,
guidelines, and related laws and their implementation to ensure adequate
consideration of privacy and civil liberties; ensuring that adequate procedures exist
to receive, investigate, respond to, and redress complaints alleging privacy or civil
liberties violations; and considering, when providing advice on proposals to retain
or enhance a particular governmental power, whether it has been explained that the
power actualy materially enhances security, its use is adequately supervised to
ensure protection of privacy and civil liberties, and its use is properly confined by
adeguate guidelines and oversight.

Among the responsibilities specified for the NID in Section 112 is ensuring
compliance by elements of the intelligence community with the Constitution and all
laws, regulations, executive orders, and implementing guidelinesof theUnited States
applicabletointelligenceandintelligencerel ated activitiesof thefederal government,
including the provisions of the Constitution and all laws, regulations, executive
orders, and implementing guidelines of the United States applicableto the protection
of the privacy and civil liberties of U.S. persons. In Section 206(c), when directing
the President to establish a trusted information network and secure information
sharing environment, the bill specifies that the President shall do so in a manner
consistent with national security and the protection of privacy and civil liberties; use
policy guidelines and technologies that, among other considerations, support
incorporating protections for individuals privacy and civil liberties; and, in
consultation with the Privacy and Civil Liberties Oversight Board, issue guidelines
that protect privacy and civil libertiesinthe devel opment and use of the environment.

Comments. Among the major differences between the House and Senate
bills are the former’s reliance upon a Civil Liberties Protection Officer and the
latter’s reliance upon a Privacy and Civil Liberties Oversight Board as primary
advisory and oversight instruments for privacy and civil liberties concerns. The
House bill would establish privacy officers within federal agencies having law
enforcement or anti-terrorism functions; the Senate bill would do the same, but such
officials would have responsibilities concerning both privacy and civil liberties
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interests. The privacy officers mandated by the House bill would assist with agency
compliance with the bill’ s requirement for privacy impact assessments; the Senate
bill makesno provision for such assessments. The Senatebill assignstotheNID and
the President particular responsibilitiesfor privacy and civil libertiesinterestswhich
are not found in the House hill.

Joint Intelligence Community Council
Prepared by Richard Best, Specialist in National Defense, CRS Foreign Affairs,
Defense, and Trade Division, 7-7607

H.R. 10 (Section 1031) would establish a Joint Intelligence Community
Council (JICC) to “provide advice to the Nationa Intelligence Director as
appropriate.” The JJICC would consist of the NID, the Secretaries of State, Treasury,
Defense, Energy, Homeland Security, the Attorney General, and other officialsof the
Executive Branch as the President may designate. H.R.10 provides that the JJICC
shall provide advice to the NID “as appropriate,” but requires that the NID “shall
consult with” the JICC in developing guidance for the development of the annual
intelligence budget.

S. 2845 (Section 202) also providesfor the establishment of a JICC with the
same membership as proposed by the House version. The Senate version, however,
providesin somewhat greater detail that the JJCC shall assist theNID in“developing
and implementing a joint, unified national intelligence effort: by advising the NID
on establishing budgets, financial management, and on ensuring thetimely execution
of programs, policies, and directives established or developed” by theNID. S. 2845
requiresthat the NID convene regular meetings of the JICC and includes provisions
for JICC members to submit separate views to the President and to Congress.

Improvement of Human Intelligence (HUMINT)
Prepared by Richard Best, Specidist in National Defense, CRS Foreign Affairs,
Defense, and Trade Division, 7-7607

H.R. 10, Section 1041, expresses the sense of Congress that human
intelligence (humint) officers have performed “admirably and honorably in the face
of great personal dangers,” that U.S. humint capabilities have not received “the
necessary and commensurate priorities,” that humint is increasingly important, that
an increased emphasis on, and resources applied to humint must be among the top
prioritiesof theNID. TheHouseversion callsfor areport from the NID to Congress
on humint improvement within six months of enactment with a plan to implement
changes to increase the capacity of humint across the intelligence community.

S. 2845 includes Section 301 which assigns responsibilities to the Director
of the CIA including a requirement for a report to Congress within 180 days, and
annually thereafter, describing astrategy for improving CIA’ shumint capabilitiesand
addressing recruitment, training, equipping, and deployment of humint personnel;
achieving a proper balance between unilateral operations and liaison operations,
developing language capabilities; and the sound financial management of CIA’s
Directorate of Operations. The numbers and types of personnel to implement the
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developed strategy are to beidentified and a plan for recruiting, training, equipping,
and deploying such personnel, along with cost estimates is to be included.

Improvement of Education for the Intelligence Community
Prepared by Jeffrey J. Kuenzi, Analyst in Social Legislation, CRS Domestic Social
Policy Division, 7-8645

Overview. Aspart of thewar on terrorism, it iswidely recognized that the
U.S. government has a substantial and growing need for personnel with knowledge
of foreign languages and especially languages that may be spoken in limited and
remote areas of the world. In 2002, the federal government employed about a
thousand trandlatorsand interpretersin four agenciesresponsiblefor security-related
functions. In addition, these agencies employ nearly 20,000 staff in positions that
require someforeign language proficiency. Y et thereisawidespread consensusthat
requirements for foreign language qualified personnel are not currently being met.
The9/11 Commissionreport makesseveral referencesto thisdeficiency and suggests
corrective action to addressit. Titlel, Subtitle E of H.R. 10, entitled “ Improvement
of Education for the Intelligence Community,” includes provisionsto (1) modify the
service requirement of the National Security Education Program (NSEP); increase
funding and award recipientsfor the NSEP’ s National Flagship Language Initiative;
(2) initiate three new programs — a scholarship program for heritage community
residents, aForeign Language Program to create partnershi psbetween agenciesinthe
intelligence community and Institutions of Higher Education, and aCivilian Linguist
Reserve Corps made up of U.S. citizens with advanced language proficiency; (3)
codify the National Virtual Trandation Center; and (4) charges the Secretary of
Defense with investigating methods to improve the recruitment and retention of
qualified foreign language instructors. S. 2845 has no similarly detailed provisions
but would charge the Director of the FBI with carrying out a program to enhancethe
Bureau’ s capacity to recruit and retain individuals with language skills and would
charge the Director of the CIA with developing and maintaining an effective
language program within the agency.

National Security Education Program Service Requirements. H.R.
10 contains a provision to modify the obligated service requirements under NSEP.
S. 2845 does not include such provisions.

House Provisions. H.R. 10, Titlel, Subtitle E, Section 1051 replacesmost
of the current language on the service requirement of the NSEP (Subsection (b)(2))
with a new Subsection (j) of Section 802 of the David L. Boren National Security
Education Act of 1991 (50 U.S.C. 1902). Subsection (j) provides a new definition
for a“ specified national security position” to refer to “a position of a department or
agency of the United States that the Secretary [of Defense] certifiesis appropriate.”
Current language in subsection (b)(2) requires that the Secretary consult with the
NSEP Board of Directorsand also report to Congressthelist of qualifying positions
and agencies. Current language also includes provisions which allow recipientsto
fulfill the service requirement through “work in the field of higher education in a
discipline relating to the foreign country, foreign language, area study,
counterproliferation study, or international field of study for which the scholarship
or was awarded” if the recipient could demonstrate to the Secretary that no national
security position was available. Section 1051 also specifies that fulfillment of the
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service requirement must begin no later than two years after participation in the
NSEP. Finaly, this section charges the Secretary with writing regulations which
“establish standardsthat reci pients of schol arship and fellowship assistance under the
[NSEP] ... are required to demonstrate in order to satisfy the requirement of a good
faith effort to gain employment” in a specified national security position.

Senate Provisions. Doesnot contain provisionssimilar tothosedescribed
above.

National Flagship Language Initiative. H.R. 10 contains a provision
to increase funding for the National Flagship Language Initiative and increase the
number of Institutions of Higher Education participating in the program. S. 2845
does not include such provisions.

House Provisions. For fiscal years 2003 and 2004, H.R. 10 Title I,
Subtitle E, Section 1052 would authorize $10 million for the NSEP National
Flagship Language Initiative and would authorize $12 million for fiscal year 2005
and each subsequent fiscal year. Additional language would require federal
employeeswho participate in Flagship training programsto remain in serviceduring
the period of their training and continue service after training for a period equal to
two yearsfor every year of participation. This provision also states that, “ The head
of an element of the intelligence community may release an employee, in whole or
in part, from the obligation to reimburse the United States” for a scholarship or
fellowship granted under the Flagship Initiative. Finaly, Section 1052 charges the
Secretary of Defense with increasing the number of Institutions of Higher Education
that receive Flagship grantsand allows granteesto “ support studentswho pursuetotal
immersion foreign language studies overseas.”

Senate Provisions. Doesnot contain provisionssimilar to those described
above.

Scholarship Program for Language Heritage Community
Residents. H.R. 10 containsprovisionsthat would establish aschol arship program
for English language studies for heritage community citizens of the United States
within the NSEP. S. 2845 does not include such provisions.

House Provisions. H.R. 10, Titlel, Subtitle E, Section 1053 would create
anew program under the NSEP to provide college scholarshipsto U.S. citizenswho
“are native speakers (commonly referred to as heritage community residents) of a
foreign language that is critical to the national security interests of the United States
... and are not proficient at aprofessional level in the English language with respect
to reading, writing, and interpersonal skills.” Participating studentswould usethese
scholarships to pursue English language studies at a U.S. Institution of Higher
Education, and would be required to fulfill the same service requirement as other
NSEP participants. Beginning in fiscal year 2005 and each subsequent fiscal year,
$4 million would be authorized for this scholarship program.

Senate Provisions. Doesnot contain provisionssimilar tothosedescribed
above.
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Sense of Congress. H.R. 10 would express the sense of Congressthat a
senior official should assist the National Director of Intelligence in improving
language and education for the intelligence community. S. 2845 would charge the
Director of the FBI with carrying out a program to enhance the Bureau’ s capacity to
recruit and retain individual s with language skills, and would charge the Director of
the CIA with developing and maintaining an effective language program within the

agency.

House Provisions. H.R. 10, Titlel, Subtitle E, Section 1054 asserts that
“there should be within the Office of the National Intelligence Director a senior
official responsible to assist the National Intelligence Director in carrying out the
Director’s responsibilities for establishing policies and procedure for foreign
language education and training of theintelligence community.” Thisofficial would
identify languages critical to U.S. intelligence; establish policy, standards, and
prioritiesfor languagetraining; oversee and coordinate such training; and monitor the
allocation of resources for such training. Finally, section 1054 would require the
Director to submit three reports to Congress no later than one year after enactment
— the first would identify effective pedagogy for language learning; the second
would identify language heritage communities in the U.S.; and the third would
identify the cost and effectiveness of establishing a student oan repayment program
for recruiting and retaining employees in the intelligence community.

Senate Provisions. S. 2845, Section 203(c)(5) would chargethe Director
of the FBI with carrying out a program to enhance the Bureau’ s capacity to recruit
and retain individual s with language skills, and Section 301(b)(2) would charge the
Director of the CIA with devel oping and maintaining an effective language program
within the agency.

Foreign Language Program. H.R. 10 contains provisions that would
create a new program for the advancement of foreign languages critical to the
intelligence community. S. 2845 does not include such provisions.

House Provisions. H.R. 10, Title I, Subtitle E, Section 1055 would
establish a new Foreign Language Program involving partnerships between
departments or agencies in the intelligence community and U.S. Institutions of
Higher Education. Under this program the head of an element of the intelligence
community may provide the following assistance to an Institution of Higher
Education: loan of equipment and instructional materials, transfer of surplus
property, provision of personnel, involvement of faculty and students of the
Institution of Higher Education in research projects, provision of academic credit for
such involvement, provision of academic and career advice, and provision of cash
awards and other “appropriate” “items.” The head of an element of theintelligence
community may also accept the volunteer service of any “dedicated personnel (as
defined in section 1015(3))” in support of the Foreign Language Program. The
section further addressesissuesrel ated to the requirements, limitations, recruitment,
training, status, and reimbursement of these volunteers.

Senate Provisions. Doesnot contain provisionssimilar to thosedescribed
above.
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Civilian Linguist Reserve Corps. H.R. 10 containsprovisionstoexplore
the feasibility of establishing a Corps of individuals with advanced language skills.
S. 2845 does not include such provisions.

House Provisions. H.R. 10, Titlel, Subtitle E, Section 1056 would charge
the Director of Intelligenceto conduct athree-year pilot project to establishaCivilian
Linguist Reserve Corps composed of U.S. citizens with advanced language
proficiency. The Director isto put out a call for a study to identify the languages
critical to national security and identify U.S. citizens with advanced language skills
who could be recruited to the Corps. The Director would be required to report the
findings of the project to Congress no later than six months after its completion and
authorized to spend such sums as necessary on the project.

Senate Provisions. Doesnot contain provisionssimilar to thosedescribed
above.

National Virtual Translation Center. H.R. 10 contains provisionsthat
would codify the National Virtual Translation Center. S. 2845 does not include such
provisions.

House Provisions. H.R. 10, Titlel, Subtitle E, Section 1057 amendsthe
National Security Act of 1947 to add a new Section 120 that would codify a current
“element of the intelligence community that is known as the National Virtual
Trandation Center.”

Senate Provisions. Doesnot contain provisionssimilar tothosedescribed
above.

Recruitment and Retention of Defense Language Institute (DLI)
Instructors. H.R. 10 contains provisions that would require the Secretary of
Defense to study the recruitment and retention of DLI instructors and report the
findings to appropriate congressional committees. S. 2845 does not include such
provisions.

House Provisions. H.R. 10, Titlel, Subtitle E, Section 1058 chargesthe
Secretary of Defense with conducting “a study on methods to improve the
recruitment and retention of qualified foreign language instructors at the Foreign
Language Center of the Defense Language Institute.” The Secretary isto submit a
report on thisstudy no later that one year after enactment to the Select Committee on
Intelligence, the Committee on Armed Services of the Senate, the Permanent Select
Committee on Intelligence and the Committee on Armed Services of the House of
Representatives.

Senate Provisions. Doesnot contain provisionssimilar to those described
above.
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Additional Improvements of Intelligence Activities
Prepared by Richard Best, Specialist in National Defense, CRS Foreign Affairs,
Defense, and Trade Division, 7-7607

H.R.10, Section 1061, provides permanent authority for separation pay to be
offered to encourage voluntary separation of CIA employees by retirement or
resignation. Authority to offer separation pay hasbeen authorized inlegislation since
FY 1993 to encourage separations due to downsizing, reorganization, transfer of
function, or other actions but only for specified periods; this legislation would
provide permanent authority.

S. 2845 has no similar provision.

H.R. 10, Section 1062, would establish an Emerging Technologies Panel at
the National Security Agency (NSA); it would be a standing panel appointed by and
reporting directly tothe NSA Director. The panel would beresponsiblefor studying,
assessing, and advising the NSA Director on research, development and application
of existing science and technology advances, especialy encryption. The Federal
Advisory Committee Act would not apply to this panel.

S.2845 has no similar provision.

H.R. 10, Section 1063, provides that the NID, in cooperation with the
Secretaries of Defense and Energy should seek to ensure that each Defense
Department servicelaboratory and each Energy Department national |aboratory assist
the NID in all aspectsof technical intelligence and make avail ableto the Intelligence
Community their capabilities to improve the technological capabilities of the
intelligence agencies.

S. 2845 has no similar provision.

H.R. 10, Section 1064, provides that the NID shall establish guidelines to
ensure that all suspected terrorist communications are translated and delivered in a
manner consistent with timelines contained in FBI regulations. The NID isaso to
ensure that terrorist communications are not deleted or discarded before they are
trand ated.

S. 2845 has no similar provision.

H.R. 10, Section 1065, states the sense of Congress that the NID should
establish anintelligence center to coordinatethe collection, analysis, production, and
dissemination of open source intelligence. The NID is asked to report to Congress
by June 30, 2005 whether such a center has been established and, if not, adescription
of how the Intelligence Community will use and effectively integrate open source
intelligence.

S. 2845, Section 112, requires the NID to establish and maintain within the
Intelligence Community an effective and efficient open sourceinformation collection
capability.
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Conforming and Other Amendments — Titles
Prepared by Elizabeth B. Bazan, Legidative Attorney, CRS American Law Division,
7-7202

Section 1071(e) of the House hill as passed would replace “Director of
Central Intelligence” with “National Intelligence Director” in each place where it
appears in Foreign Intelligence Surveillance Act, giving the new NID al of the
responsibilitiesand authoritiesunder Foreign Intelligence Surveillance Act currently
held by the DCI. Sec. 302(e) of the Senate-passed S. 2845 is a parallel provision.

Conforming and Other Amendments — Responsibilities
Prepared by Richard Best, Specialist in National Defense, CRS Foreign Affairs,
Defense, and Trade Divison, 7-7607

H.R. 10, Section 1071, isa series of conforming amendments to replace the
Director of Central Intelligence with the National Intelligence Director particularly
in sections where reference is made to responsibilities extending throughout the
Intelligence Community.

S. 2875, Section 302, contains similar provisions.

H.R.10, Section 1072, is a series of other amendments that adjust various,
chiefly administrative, statutes to reflect the roles of the NID and the separate
Director of the CIA as established in this legidlation.

S. 2875, Section 303, contains similar provisions.

H.R. 10, Section 1073, amendsthe definition of the Intelligence Community
as set forth in 50 USC 401ato include the Office of the NID.

S. 2875, Section 305, contains similar provisions.

H.R. 10, Section 1074, redesignates the National Foreign Intelligence
Program as the National Intelligence Program.

S. 2875, Section 306, contains similar provisions, but al so del etesthe current
statutory definition of the National Foreign Intelligence Program (50 USC 401&(6)).

H.R. 10, Section 1075, repeals current provisions regarding appointments of
agency headsand coll ection tasking authority that are superseded by other provisions
inthislegislation relating to the NID’ s responsibilities.

S. 2875, Section 308, contains similar provisions.

H.R. 10, Section 1076, makes clerical amendments to the National Security
Act of 147 to reflect changes made by this Act.

S. 2845, Section 311, contains similar provisions.
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H.R. 10, Section 1077, contains conforming amendments to the prohibition
of dual service of the Director of the CIA included earlier in Section 1011.

S. 2845, Section 102(c), includes similar provisions.

H.R.10, Section 1078, extends the authorities of the CIA Inspector General
to the Office of the NID.

S. 2845 has no similar provision.

H.R. 10, Section 1079, providesthat any reference to the Director of Central
Intelligence (DCI) or the Director of the CIA inthe Director’ s capacity ashead of the
Intelligence Community in law, regulation, document, paper or other record “shall
be deemed” to be areferenceto the National Intelligence Director. Any referenceto
the DCI or CIA Director in the Director’s capacity as head of the CIA “shall be
deemed” to be a reference to the Director of the CIA. Any reference to the
Community Management Staff “shall be deemed” to be areferenceto the staff of the
Office of the NID.

S. 2845, Section 339, contains similar provisions.

H.R. 10, Section 1080, includes provisions precluding the service of
personnel in the Office of the NID in political campaigns and authorizes del etion of
information about foreign gifts when publication could affect U.S. intelligence
interests. It also includes the Office of the NID among agencies not having to file
public reports in accordance with the Ethicsin Government Act.

S. 2845, Section 164, contains similar provisions.

Transfer, Termination, Transition and Other Provisions
Prepared by Richard Best, Specialist in National Defense, CRS Foreign Affairs,
Defense, and Trade Division, 7-7607

H.R. 10, Section 1091, transfers the Community Management Staff to the
Office of the NID on the date of enactment.

S. 2845, Section 321, contains similar provisions.

H.R. 10, Section 1092, transfers the Terrorist Threat Integration Center
(TTIC) to the National Counterterrorism Center on the date of enactment.

S. 2845, Section 323, contains similar provisions.

H.R. 10, Section 1093, terminates three positions — the Assistant Directors
of Central Intelligencefor Collection, Analysisand Production, and Administration.

S. 2845, Section 324, terminatesthe three positions as well asthe position of
Deputy Director of Central Intelligence for Community Management. (H.R.10,
Section 1015, provides that any reference to the Deputy Director of Central
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Intelligence for Community Management “shall be deemed” a reference to the
Deputy NID for Community Management.)

H.R. 10, Section 1094, requiresthe President to submit aplan to Congressfor
implementing provisions of this title and expresses the sense of Congress that the
Office of the NID should be at a location other than the George Bush Center for
Intelligence in Langley, Virginia. (Section 1096 provides that the report shall be
submitted not later than 180 days after enactment.)

S. 2845, Section 334, containsprovisionsrequiringtheNID to submit areport
to Congress on progress made in the implementation of the Act within one year.
S.2845 contains no provision regarding the locations of the Office of the NID.

H.R. 10, Section 1095, permits any executive agency to provides services or
detail personnel to the NID on areimbursable basis.

S. 2845 contains no similar provisions.

H.R. 10, Section 1096, providesthat thistitle and amendments made by this
title shall take effect on the date of enactment; not | ater than 60 days after enactment,
theNID shall first appoint individual sto positionswithin the Office of theNID. Not
later than 180 days after enactment, the President shall transmit the implementation
plan required by Section 1094; within a year the NID shall prescribe regulations,
policies, and procedures required by this legidlation.

S. 2845, Section 341, provides that the Act and amendments made different
dates under certain circumstances earlier date if Congress is notified and notice is
published in the Federal Register.

Other Matters
Prepared by Richard Best, Specialist in National Defense, CRS Foreign Affairs,
Defense, and Trade Division, 7-7607

H.R. 10, Section 1101, directsthe Secretary of Defense to undertake a study
of the promotion selection rates and selection rates for attendance at professional
military education schools for intelligence officers of the Armed Forces and make
recommendations to Congress for changes necessary to ensure equitable treatment
of military intelligence officers no later than April 1, 2005.

S. 2845 has no similar provisions.
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Title Il: Terrorism Prevention and Prosecution

Individual Terrorists as Agents of Foreign Powers
Prepared by Elizabeth B. Bazan, Legidative Attorney, CRS American Law Division,
7-7202

Overview. Under current law, terrorists who do not have a connection to
an international terrorist group, foreign nation, or foreign group do not fit within the
Foreign Intelligence Surveillance Act (FISA) definition of either “foreign power” or
“agent of a foreign power.” As a result, the U.S. government could not gather
foreign intelligence information about such terrorists through the use of electronic
surveillance, physical searches, or pen registers or trap and trace devices as part of
aFISA investigation. Nor could FISA be used to assist in acriminal investigation
of such“lonewolf” terroristswhere asignificant foreign intelligence purposefor the
investigation also existed.

House Bill. Section 2001 of the House bill as passed would amend the
definition of “agent of aforeign power” under Section 101(b)(1) of FISA, 50 U.S.C.
§1801(b)(1), so that any non-United States person who “engages in international
terrorism or activities in preparation therefor” would be considered an agent of a
foreign power, without requiring the Government to demonstrate a connection to an
international terrorist organization, foreign nation or foreign group. This change
would be subject to the sunset provisionsin Section 224 of the USA PATRIOT Act,
P.L. 107-56; it would sunset on December 31, 2005, except with respect to any
foreign intelligence investigation begun before that date or any criminal offense or
potential offense that began or occurred before that date.

Senate Bill. The Senate-passed version of S. 2845 contains no such
provision, although the Senate has passed asimilar provisionin S. 113; in S. 2386;
and in H.R. 4845, the Intelligence Authorization Act for FY 2005, asamended by the
Senate to incorporate the language of S. 2386.

Terrorist and Military Hoaxes
Prepared by CharlesDoyle, Senior Specialist, CRS American Law Division, 7-6968

Overview. The 9/11 Commission’sfinal report made no recommendation
concerning hoaxes, and the Senate bill containsno counterpart. The House Judiciary
Committee has reported similar provisions, separately, H.Rept. 108-505.

House Provisions. H.R. 10, 882021-2024. H.R. 10 establishes criminal
and civil liability for variousfal se statements concerning the pending commission of
certain violent crimes. Offendersare subject to imprisonment for not morethanfive
yearsin most instances, to imprisonment for not morethan 25 yearsif seriousinjury
results, and to death or imprisonment for life if death results. In cases of
international or domestic terrorism, the bill raises the penalty for false statementsto
federal authorities and for obstructing administrative or congressional proceedings
to imprisonment for not more than 10 years.
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Comments. Existing law already proscribes the misconduct addressed in
the bill; its purpose is to increase punishment when the response results in injuries
or death or when terrorism-rel ated proceedings arefrustrated. Thetriggering phrase
“international or domesticterrorism” hasproven controversial intheUSA PATRIOT
Act context.

Material Support to Terrorism Prohibition Enactment Act
Prepared by CharlesDoyle, Senior Specialist, CRS American Law Division, 7-6968

The 9/11 Commission’ sfinal report recommended “vigorous effortsto track
terrorist financing.” H.R. 10, which has no counterpart in the Senate bill, speaksto
financial aswell as other forms of terrorist assistance.

House Provisions. H.R. 10, 882041-2044. H.R. 10 amends current
criminal provisions relating to material support of terrorism and terrorist
organizationsto enlarge the jurisdictional circumstances under which the support is
outlawed, to outlaw support for international or domestic terrorism (in addition to
specific predicate crimes now listed), and to explicitly prohibit military training
received from or for the benefit of terrorists.

Comments. The bill addresses the vagueness problems that have
sometimes complicated material support prosecutions. It also authorizes U.S.
prosecution of material support to a designated terrorist organization regardless of
where or by whom the support was provided aslong asthe U.S. is able to bring the
offender to this country. (added 10/15)

Weapons of Mass Destruction Prohibition Improvement Act
Prepared by Charles Doyle, Senior Speciaist in American Public Law, CRS
American Law Division, 7-6968

The 9/11 Commission’s final report noted al Qaeda's efforts to acquire
weapons of mass destruction and recommended strengthening counterproliferation
effortsin the international arena. The House bill expands the proscription against
effortsto acquire or produce weapons of mass destruction. Thereare no comparable
provisions in the Senate hill.

House Provisions. H.R. 10, 882051-2053. The House expands the
jurisdictional foundations of the generic “weapons of mass destruction” prohibition
to more closely proximate the jurisdictional footingsintheindividual criminal laws
relating to biol ogical weapons, chemical weapons, nuclear materialsand explosives.
It condemns participation in the devel opment of weapons of massdestruction andthe
use or possession of radiological weapons. It also addsthe biological, chemical and
nuclear proscriptions to the racketeering predicate offense list.

Comments. Thedual purpose of the provisions seemsto beto criminaize
assistance in the development of weapons of mass destruction by those on the
periphery and to emphasi ze the significance of existing prohibitions by duplication.
The relationship of these provisions to those of Subtitle K (prevention of terrorist
access to destructive weapons) is unclear.
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Money Laundering and Terrorist Financing
Martin A. Weiss, Analyst in International Trade and Finance, CRS Foreign Affairs,
Defense, and Trade Division, 7-5407

Overview. The 9/11 Commission recommends ashift in the U.S. strategy
to combat terrorist financing from onefocused on freezing assetsto one of exploiting
terrorist financing networks for intelligence. The Commission also emphasizes
terrorist organizations' increasing shift to informal methods of money transfer such
as hawala or hundi. Provisionsincluded in both the House and Senate legislation
address these recommendations and observations, as well as other issues related to
terrorist financing.

House Provisions. H.R. 10 makestechnical correctionsto Titlelll of the
USA PATRIOT Act (Section 2112) and includes provisions that would require the
Treasury Department to develop a national money laundering strategy (Section
2102); grants the Securities and Exchange Commission (SEC) emergency authority
to respond to extraordinary market disturbances; boost the authority of the Financial
Crimes Enforcement Network (FinCEN) (Section 2101), the U.S. Government’s
financial intelligence unit; and equatesthe possession of counterfeiting toolswiththe
intent to use them with the actual act of counterfeiting. The Treasury Department
would also be authorized to print the currency, postage stamps, and other security
documents of other nations (Section 2121). Thisprovision was proposed earlier this
year as part of H.R. 3786.

The House Financia Services Committee also added a provision to crack
down on illegal internet gambling by barring financial institutions from processing
certain internet gambling transactions that occur via credit cards, wire transfers, or
other bank instruments (H.R. 2143). Earlier this year, the Federal Bureau of
Investigation testified that Internet gambling is vulnerable for use in terrorist
financing schemes. The Committee also sought to increase the authority of FinCEN
and the Securities and Exchange Commission (SEC). FinCEN would be authorized
an additional $35.5 million to improve technology and the SEC would be given
emergency authority for up to 90 days to alter, supplement, suspend, or impose
requirements or restrictionswith respect to any matter or action subject to regul ation
by the Commission or a self-regulatory organization under the securities laws, as
provided for in a 2003 House-passed bill (H.R. 657).

Senate Provisions. S.Amdt. 3867 added provisions relating to terrorist
financing to S. 2845 that were contained in the proposed McCain/Lieberman 9/11
legidation (S. 2774). This amendment would require the President to submit to
Congress within 180 days areport eval uating and making recommendationson: (1)
the effectiveness of efforts and methods to track terrorist financing; (2) ways to
improvegovernmental cooperation; (3) waystoimprovethe performanceof financial
ingtitutions; (4) the adequacy of agency coordination and ways to improve that
coordination; and (5) recommendations for changesin law and additional resources
requiredtoimprovethiseffort (Section 1115). The Administration would berequired
to submit an annual report on the allocation of funding within the Treasury’ s Office
of Foreign Asset Control (OFAC) (S. Amdt. 3768). S. 2845 would a so implement
post-employment restrictions for certain bank and thrift examiners.
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Criminal History Background Checks
Charles Doyle, Senior Specialist in American Public Law, CRS American Law
Division, 7-6968

The 9/11 Commission’s final report made no recommendation concerning
criminal history background checks, although as the Senate amendment points out
it did say that “private sector preparedness is not a luxury; it is a cost of doing
businessin the post-9/11 world. Itisignored at atremendous potential costinlives,
money and national security.”

House Provisions. H.R. 10, 882141-2146. H.R. 10instructsthe Attorney
General to establish a pilot program under which employers will be able secure
criminal history background checks on prospective employees, and to report the
results to Congress with recommendations. It also establishes a procedure under
which private security guard employers may request criminal history background
checkson their employeesthrough state officials. Statesmay opt out legidlatively or
in some instances through executive action, which may minimize constitutional
concerns. Thebill also directsthe Attorney General to assemble atask forceto study
the creation of anational clearinghouse to process requests for background checks
on private security guards.

Senate Provisions. S. 2845, Section 1116. The Senate provisions are
substantively identical to those of section 2144 in H.R. 10. S.2845 appearsto have
no other provisions comparable to those of portions of Subtitle IIFin H.R. 10.

Comments. Existing law authorizes the Attorney General, with the
assistance of the states, to maintain a system of criminal identification and criminal
history records, which Congress has made available for criminal background checks
for applicantsfor employment in nursing homes and home health care agencies, and
on apilot basis for volunteers who work with children.

Protection of United States Aviation System
Prepared by Bart Elias, Specialist in Aviation Security, Safety, and Technology
Policy, CRS Resources, Science, and Industry Division, 7-7771

Overview. The House and Senate bills contain humerous provisions
designed to enhance aviation security. In both billsthere are specific provisionsthat
addressthe aviation security-related provisions of the 9/11 Commission. TheHouse
bill directly addresses the 9/11 Commission recommendation regarding enhancing
passenger prescreening and making it a government-run function that exploits the
integrated and consolidated terrorist watch lists. The Senatebill doesnot addressthis
recommendation directly, but containsseveral provisionsthat would allow air charter
and aircraft rental companiesto prescreen certain customers. BoththeHouse and the
Senate bills contain provisions that directly address the 9/11 Commission
recommendation regarding detection of explosiveson airline passengers. Whilethe
Senate bill contains language addressing the 9/11 Commission recommendation to
expedite deployment of in-line baggage screening systems, the House bill does not.
Whilean earlier House bill (H.R. 5121) from which the aviation security provisions
inH.R. 10 werederived did contain languageto increase funding for in-line baggage
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screening, thislanguagewas not included in H.R. 10. Both the House and the Senate
billscontain provisionsaddressing the 9/11 Commission recommendation calling for
the Transportation Security Administration (TSA) to intensify itseffortsto identify,
screen, and track air cargo shipments and both bills contain provisions to study the
feasibility of the 9/11 Commission recommendation to deploy hardened cargo
containers on passenger aircraft. The House bill specifically addresses the 9/11
Commission recommendation regarding strategic planning for transportati on security,
whereasthe Senate bill doesnot. The House and Senate billseach contain numerous
additional provisionsfor enhancing aviation security that were not addressed by the
9/11 Commission. The specific aviation-security related provisions of both billsare
discussed in further detail below.

House Provisions. The House bill contains numerous provisions that
address al 9/11 Commission recommendations regarding aviation security, except
for the recommendation for the TSA to expedite deployment of in-line baggage
screening systems. TheHouse bill aso contains numerous miscellaneous provisions
to enhance aviation security that were not addressed by the 9/11 Commission.

TheHousebill (Section 2171) would direct TSA toissueguidancefor theuse
of biometrics in airport access control systems and to establish a uniform travel
credential for law enforcement officers that incorporates biometrics. The 9/11
Commission report mentioned biometrics technology in the context of securetravel
documents but not specifically with respect to aviation security.

The House bill contains a provision (Section 2172) that would require the
Department of Homeland Security (DHS) to prepare and update a transportation
security plan and specific security plans for each transportation mode including
aviation. The House bill specifies that the modal security plan for aviation should,
at aminimum: set risk-based priorities; select the most practical and cost-effective
methodsfor protecting aviation assets; assessing rolesand missionsto federal, state,
regional, and local authorities, and aviation stakehol ders; establish amitigation and
recovery plan in the event of a terrorist attack; and establish a threat matrix
identifying specific security layers implemented to protect against each identified
threat. This directly addresses the recommendation of the 9/11 Commission to
establish risk-based priorities for protecting transportation assets and based on this
prioritization, select the most practical and cost effective plans and budgets for
implementing means to defend transportation assets. The Commission further
recommended that these plans should assign appropriate rolesto federal, state, and
local authorities, as well as to transportation industry stakeholders.

TheHouse bill would requirethe TSA to begin testing of the next generation
passenger prescreening system, referred to by the Administration as Secure Flight,
by November 1, 2004 (see Section 2173). The bill further requires that the system
be fully deployed, giving TSA direct responsibility for comparing passenger name
records with lists of individuals that are to receive secondary screening or those that
are to be denied boarding, within 180 days after the completion of system testing.
The bill requires that the prescreening system ultimately rely on data contained
within the larger integrated and consolidated terrorist watch list. This provision
addressesthe 9/11 Commission recommendation that the TSA expeditiously assume
responsibility for passenger prescreening using the larger set of watch lists
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maintained by the federal government. The bill also requires airlines to begin
providing passenger data for system implementation within 60 days of the
completion of system testing. Implementation of passenger prescreening has been
stymied by airlines’ legal concerns regarding the provision of data, which led the
9/11 Commission to recommend that airlines be required to supply the information
needed to test and implement passenger prescreening.

The House bill also incorporates a floor amendment, offered by
Representative Mica, that would require prescreening of passengers on international
flightsto and from the United States against the consolidated and integrated terrorist
watch list within 60 days after enactment. Administration plans are for the Bureau
of Customs and Border Protection (CBP) to retain responsibility for comparing
passenger names against terrorist watch lists oninternationa flights, whilethe TSA
will conduct prescreening on domestic flights. At present, passenger data on
international flightsto the United Statesis often not received by CBP until theflight
has already departed.

The House bill contains a provision that would require the TSA to carry out
apilot program to evaluate the use of blast-resistant containersfor carrying baggage
and cargo on passenger airliners. The measure would authorize $2 million to carry
out the pilot program and providesfinancial assistanceto cover increased coststoair
carriers as incentives to volunteer for the pilot program. The House bill would
require the TSA to submit areport detailing the results of this pilot program within
one year of enactment. This measure addresses the 9/11 Commission
recommendation to depl oy at |east one hardened cargo container on every passenger
aircraft that al so haulscargo to carry any suspi cious cargo, but does not mandate such
action beyond the pilot program evaluation of this recommendation.

The House bill contains a provision (Section 2176) that would require the
TSA to develop technology to better identify, track, and screen air cargo. The 9/11
Commission noted that major vulnerabilities continue to exist in air cargo and
recommended that the TSA intensify efforts to identify, track, and appropriately
screen potentially dangerous cargo in both aviation and maritime transportation
modes.

The 9/11 Commission recommended that the TSA and the Congress give
priority to improving the ability of screening checkpoints to detect explosives on
passengers. The 9/11 Commission recommended that, as a start, each individual
selected for special screening should be screened for explosives. The House hill
(Section 2174) would direct TSA to develop and deploy technology that can detect
explosives and nonmetallic weapons on airline passengers or in their carry-on
baggage. An existing TSA pilot program is evaluating portals and other technology
for passenger explosives detection in several airports, but the technologies currently
being evaluated do not detect either nonmetallic weapons or biological and
radiological material. The House bill (Section 2174) aso requires TSA to give
Congress astrategic plan for deploying and using expl osives detection equipment at
airport screening checkpoints. Section 2177 of the House bill would establish anew
“Checkpoint Screening Security Fund” that would befunded by aviation security fees
at alevel of $30 million per year in FY 2005 and FY 2006.
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Section 2173 of the House bill would require the TSA to initiate a pilot
program to test, integrate, and deploy next generation checkpoint screening
technology at five or more airports. The provision also would require that human
factorsstudiesbe conducted toimprove screener performanceaspart of thisprogram.
This section addresses the 9/11 Commission recommendation that the TSA and
Congress give priority to improving the ability to screen passengers for explosives
and the recommendation that TSA conduct a human factors study to understand
problemsin screener performance and establi sh performance objectivesfor screeners
and screening checkpoints,

TheHouse bill also contains aprovision (Section 2179) that would establish
acivil penalty of up to $25,000 for each violation of requirementsto keep the cockpit
door secured during operation of a passenger aircraft. This provision also makes
technical changes to enforcement of security-related civil offenses to place the
authority for imposing fines and penalties for cockpit door violations and attempts
to carry conceal ed dangerousweaponson board aircraft withthe DHS instead of with
the Department of Transportation (DOT).

A provision in the House bill (Section 2181) would require continued
devel opment and implementation of proceduresto protect theidentity of Federal Air
Marshals by November 1, 2004. This provision was not recommended by the 9/11
Commission. However, mediareports have indicated that air marshal identity may
be compromised due to check-in proceduresthat take placein public view aswell as
dress code requirements that may be counter to maintaining a covert, undercover
presence among airline passengers.

A provision of the House bill (Section 2181) would provide for training on
in-flight counterterrorism procedures and tactics to be made available to federal law
enforcement officers who fly while on duty. These officers are permitted to carry
firearms in the aircraft cabin and could be a security asset in a hijacking or other
security situation. However, these officers currently receive no formal specialized
training on in-flight security and law enforcement. This measure is separate from
ongoing efforts to cross-train customs and immigration officers to be federal air
marshalsthus providing a*“surge”’ capacity to deploy additional air marshals during
periods of heightened threat against aviation assets.

Section 2182 of the House bill would require TSA to implement a pilot
program allowing Federal Flight Deck Officer (FFDO) program participants —
deputized armed pilots— to carry their firearms on their persons when transiting to
and fromtheir cockpit assignments. Current proceduresrequire armed pilotsto keep
their firearms secured in a locked box when outside of the cockpit and prohibit
carriage of the weapon in the aircraft cabin when the pilot is being transported to or
from his’lher flight assignment.

Section 2183 of the House bill would require the TSA to expedite
implementation of theregistered traveler program, whichiscurrently beingtested in
cooperation with airlines using volunteer frequent fliers at five magjor airports. The
program alows passengers to voluntarily provide background information and
biometric dataso that their identity can bevalidated and vetted against terrorist watch
lists. Program participants can then be exempted from additional screening
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requirements beyond the initial physical screening conducted at checkpoints. It is
hoped that widespread implementation of this program can assist the TSA in
alocating its limited resources by focusing secondary screening efforts more
specifically on passengers who are of high risk or unknown risk, by more readily
identifying passengers who are considered alow risk to aviation security.

Section 2814 of the House bill would requirethe TSA, in coordination with
the Federal Aviation Administration (FAA), to study the viability of providing
wireless technologies or other methods of discrete communications between the
aircraft cabin and the cockpit for use in cases of security or safety concernsin the
cabin. Despite language in the Homeland Security Act of 2002 (P.L. 107-296) that
amended the Aviation and Transportation Security Act (ATSA; P.L. 107-71) to
requirethat air carriers provideflight attendants with adiscreet, hands-free, wireless
method of communicating with the pilots, such technologies have not yet been
deployed for this purpose. This provision specifically directs the TSA to consider
readily available technol ogiesin the study and to report on their findings within 180
days of enactment.

A provision (Section 2185) of the House bill would require the TSA to
submit areport within six months of enactment regarding the costs and benefits and
its recommendations regarding the use of secondary flight deck barriers. While
secondary flight deck barriersarenot currently required, United Airlineshasreceived
TSA and FAA approval to begininstalling asecondary barrier on someof itsaircraft.
The purpose of such abarrier isto provide acockpit security during times when the
hardened cockpit door isopened, such as for flight crew meal service or flight crew
accessto the aircraft lavatory.

Section 2186 of the House bill would extend authorization for appropriations
of such sums as may be necessary for aviation security for one year, expiring at the
end of FY2006. Under ATSA, authorization for aviation security-related activities
is set to expire at the end of FY 2005.

Finally, Section 2187 of the House bill would require the TSA to submit a
report to Congress on airport perimeter security within 180 days of enactment. The
report is to examine the feasibility of access control technologies and procedures,
including the use of biometrics or other identification methods, best practices for
perimeter access control techniques, and an assessment of thefeasibility of screening
all individuals entering airport secured areas and strengthening background checks
for secured access aress.

Senate Provisions. Likethe House bill, the Senate bill considers many
of the 9/11 Commission recommendations. However, the Senate bill contains no
provisions addressing the 9/11 Commission recommendation pertaining to the
deployment of hardened cargo containers on passenger aircraft. The Senate bill (S.
2845, Section 612) would authorize funding for the TSA to conduct research and
development on applications of biometrics to aviation security.

The Senatebill containsprovisions (Sections602-604) that would requirethe
DHS to establish procedures within one year of enactment under which charter
operators or companies that rent aircraft weighing more than 12,500 pounds may
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providethe namesof customersto the TSA for comparison against acomprehensive,
consolidated database of known or suspected terrorists and their associates. After
one year of experience with this system, the DHS isto provide areport detailing the
feasibility, costs, and benefits of expanding this program to include customers who
charter or rent aircraft weighing less than 12,500 pounds. These measures do not
specifically addressthe 9/11 Commission recommendation regarding i mplementation
of anew passenger prescreening system, because that recommendation specifically
targeted the prescreening of airline passengers and did not consider or recommend
expanding such a program to other aviation activities. However, the Senate hill
contains separate provisions (Section 401(c) and Section 1120(b)) that addressthe
airline passenger prescreening recommendation by requiring the DHSto report on
the criteria for and standards for the accuracy in adding names to the consolidated
terrorist watch lists and implement procedures for removing names erroneously
placed onliststhat are used to deny passengersboarding or subject themto additional
screening measures.

Regarding the 9/11 Commission recommendation to improve measures to
detect explosiveson passengers, the Senatebill (Sections608 and 1034) directsDHS
to improve the capability of passenger screening checkpoints to detect explosives,
requires that until all passengers can be screened for explosives, any individuas
selected for additional screening shall be screened for explosives, authorizesfunding
for R&D on technology for detecting explosives and biological and radiological
material; and directs TSA to establish a pilot program to evaluate portal screening
systems and similar equipment at up to 10 airports. The Senate bill also requires
DHSto give Congress a status report and assessment of additional needs regarding
checkpoint explosives detection (Section 617) and areport on how it will achievethe
objectiveof screening all passengersfor explosives (Section 1034). Also, the Senate
bill (Section 612) authorizesan additional $20 million for research and devel opment
of biometric technology applications for aviation security and authorizes $1 million
to establish centers of excellence in biometrics.

With regard to the 9/11 Commission recommendation to expedite in-line
baggage screening systems at airports, a recommendation on which the House hill
was silent, the Senate bill would authorize $150 million each year in fiscal years
2005-2007 to fund airport security projectsthat havereceived lettersof intent (LOIS)
and allow LOI reimbursementsto span over aperiod not to exceed 10 years. LOlsare
vehicles to commit future federa funding to airports for projects related to
integrating baggage screening equi pment into baggage handling systems. The Senate
bill also contains provisions (Section 608) that would: require the DHS to establish
a schedule to replace explosive trace detection systems with in-line explosive
detection system equipment as soon a practicable where appropriate; authorizesan
additional $100 million for research and development of next-generation Explosive
Detection System (EDS) equipment; and require the DHS to develop a plan and
guidelines for implementing improved EDS equipment.

The Senate bill contains extensive provisions (Title V) addressing the 9/11
Commission recommendation for the TSA tointensify effortstoidentify, screen, and
track air cargo. Specifically, the Senate bill would require the screening, inspection,
or implementation of other means to ensure the security of cargo transported in
passenger and all-cargo aircraft. It would also requirethe DHSto develop astrategic
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plan for air cargo security. The Senate bill aso mandates a pilot program for
evaluating cargo screening measures. Under these provisions, the Senatebill requires
implementation of asystemfor regular inspectionsof air cargo shippingfacilitiesand
allows the DHS to increase the number of inspectorsto carry out these inspections.
The Senate bill would require the creation of an industry-wide known-shipper
database pilot program and would require the DHS to conduct random audits and
inspections of security at freight forwarder (indirect air carrier) facilities and ensure
compliance with security standards. The measure would also require the DHS to
implement asecurity program for all-cargo operators covering: security of the cargo
operations and acceptance areas; access to aircraft; and security of cargo shipments.
Under this program, background checks would be required for al employees
accessing the air operations area, and flight crews and persons carried aboard all-
cargo aircraft would be screened.

Another provision of the Senate bill (Section 606) would authorize an
additional $200 million each year in fiscal years 2005-2007 for improving cargo
security on passenger and all-cargo aircraft, establish a grant program for next-
generation air cargo security technology and authorize $100 million each year in
fiscal years 2005-2007 for this purpose. The Senate bill (Section 607) would aso
requirethe DHS, in consultation with the DOT, to develop and implement aplan for
cargo security for passenger and all-cargo operations based on the recommendations
of the Cargo Security Working Group of the Aviation Security Advisory Committee,
a stakeholder advisory group to TSA. This measure would also requirethe TSA to
promulgate regulations to evaluate freight forwarders (indirect air carriers) and
ground handling agents, including background checks and terrorist watch list checks
of employees of these organizations. The provisions would require the TSA to
evaluate the increased used of canine teams to inspect air cargo including targeted
inspections of high risk items, and double the amount of air cargo screened or
inspected within 1 year of enactment as compared to levels at the end of FY 2004.
This section would aso require the TSA, in coordination with the FAA, to require
all-cargo aircraft to use a barrier, such as a hardened cockpit door, to prevent
unauthorized accessto theflight deck from acargo compartment and would mandate
thephysical screening of all personsand their effectstransported on all-cargo aircraft
within one year of enactment. Finaly, this section would require searches of all-
cargo aircraft at the beginning of each day and that all-cargo aircraft be secured or
sealed or access stairs removed when unattended.

The Senate bill also contains provisions designed to enhance the
identification of flight crews and passengers. First, Section 601 would permit the
DHSto implement a program using identification verification technol ogies, such as
biometric scanners, for screening passengers. Second, Section 601 would requirethe
FAA to devel op tamper-resi stant pil ot credential swith photographsand other unique
identifiers, such as biometrics, to validate the authenticity of the credential. Thehill
authorizes $50 million in FY 2005 for creating the licensing system and authorizes
the use of designees to carry out the task of issuing these new pilots licenses to
aviators.

The Senate bill contains a provision (Section 605) that would require the
DHS to develop standards for screener staffing addressing security needs and
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minimizing passenger delays at airports. The Senate bill contains numerous
miscellaneous provisions that would:

e Require the DHS to report on the potential for cross-training of
individualswho serve asair marshals and any need for contingency
funding of air marshal operations and authorizes an additional $83
million in FY2005-FY 2007 for air marshal deployment (Section
609);

e Require the DHS, in consultation with the DOT to report on the
system to address claims related to baggage loss, damage, or theft
attributable to baggage security measures and make
recommendations to improve airline involvement in the baggage
screening and handling process (Section 610);

e Require the DHS to report on its efforts to implement
recommendations in GAO Report GAO-03-760 on homeland
security information sharing. (Section 611)

e Authorize $100 million for airport perimeter security measures
(Section 613);

e Requireair carriersto offer bereavement fares to the public that, to
the greatest extent possible, should be provided at the lowest fare
offered by a carrier for arequested flight (Section 614);

e Requirethe TSA toreview andreviseitslist of prohibited itemsand
explicitly prohibitsbutanelightersto becarried by airline passengers
(Section 615);

e Require the DHS to provide a classified report on the number and
composition of the Federal Air Marshal Service (FAMS), the
percentage of flightscovered by FAMS, and attritionratefor FAMS
(Section 618);

¢ Requirethe DHSto designateindividualswhom air marshalsshould
be required to identify themselves to and prohibit any procedures,
rules, regulations, or guidelines from exposing the identity of an air
marshal to anyone other than those designated (Section 619);

e Require funding assistance, subject to the availability of funds, for
installing security camerasto deter theft from checked baggage that
occursin areas not open to public view and authorize appropriations
of such sums as may be necessary for this purpose (Section 620);
and

e Require the DHS to report on current telecommunications and
information technol ogy equipment and capabilitiesat TSA sitesand
providean assessment of current and futuretel ecommuni cationsand
information technology needs at these sites (Section 1110).

Comments. Both the House and the Senate bills contain numerous
provisions, many of which directly address 9/11 Commission recommendations and
others which address other aviation security concerns not addressed in the 9/11
Commission report. Thetwo billsare similar in regard to the manner in which they
address some 9/11 Commission recommendations. In particular, with regard to
detecting explosives on passengers, the two bills contain many similar provisions.
On other issues, thetwo billsdiffer significantly intheir emphasis. For example, the
House provisionson passenger prescreening lay out specific provisionsto addressthe



CRS-33

9/11 Commissions concerns, whereas the focus of the Senate bill is to expand
prescreening into other areas of aviation, like charter operations, which was not
considered by the 9/11 Commission. On the other hand, with regard to air cargo
security, the provisions in Senate bill are significantly more prescriptive and more
focused on proceduresto secureair cargo ascompared to the House provision, which
focusesvery broadly on the devel opment of technology to meet the 9/11 Commission
recommendation of improvingair cargo identification, tracking and screening. While
the House bill contains specific provisions to address the 9/11 Commission
recommendation to establish astrategic plan for aviation and transportation security,
the Senate bill does not addressthisissue. The Senate bill also does not specifically
address human factors issues at screening checkpoints, an issue of concern for the
9/11 Commission. However the House bill does contain a provision addressing this
recommendation by including studies of human factors to improve screener
performance in its provision for assessing next generation checkpoint screening
equipment.

Both the House and the Senate bills contain numerous provisions addressing
aviation security issues that were not addressed in 9/11 Commission
recommendations. Both bills contain provisions to mitigate the threat of shoulder-
fired missiles (MANPADS). However, while the House bill focuses more on
international efforts to control the proliferation of these weapons, the Senate hill
focuses more on the assessment of ongoing effortsto secureairportsand evaluate the
feasibility of using aircraft-based anti-missile systems. Both bills discuss methods
to better conceal the identity of air marshals, but the Senate bill focuses more on
means to enhance the presence of air marshals on U.S. flights, while the House bill
focuseson provisionstotrainforeign air marshalsfor deployment onforeignairliners
operating to and from the United States. In sum, the two bills differ significantly
with regard to their aviation security provisions, however, these differing provisions
appear to be largely complementary rather than competing or in conflict in their
language.

Other Matters
Prepared by Charles Doyle, Senior Specialist in American Public Law, CRS
American Law Division, 7-6968

Mechanisms for Improved Terrorist-Related Information Sharing.
The 9/11 Commission’s final report stressed the importance of mechanisms for
improved terrorist-rel ated information sharing within the Government. Congresshas
already expanded access to such information unearthed in the context of federal
grand jury investigations. The Senate bill has no provisions similar to the House
bill’s grand jury expanded access section.

House Provisions. H.R. 10, 82191. H.R. 10 amends the grand jury
secrecy rule to permit disclosure of grand jury material to foreign officials under
circumstances comparabl e to those under which it isnow avail ableto state, local and
tribal officials.

Comment. It remainsto be seen how the courts will respond to the use of
the grand jury as an intelligence gathering device for foreign officials.
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Interoperable Law Enforcement and Intelligence Data System
(Chimera). Prepared by William Krouse, Analyst in Social Legislation, CRS
Domestic Socia Policy Division, 7-2225

Summary. The9/11 Commission recommended establishing aprocedures
for thelntelligence Community that would provideincentivesfor information sharing
and restoring a better balance between security and shared knowledge. The
Commission also called upon the President to lead a government-wide effort to
overcomelegd, policy, andtechnical issuesto createa* trusted information network”
to share vital intelligence among agencies charged with domestic security.

House Provisions. Section 2192 of H.R. 10 would amend the Enhanced
Border Security and Visa Reform Act of 2002 (P.L. 107-173; 116 Stat. 548) to
establish new deadlines for an interoperable law enforcement and intelligence data
system — also known as the “ Chimera system — that would permit automated data
exchange, by connecting the data systems operated independently by theintelligence
community and the proposed National Counterterrorism Center. This provision
wouldrequiretheNational Intelligence Director to establish aninterim systemwithin
one year of enactment, and a fully functional system that incorporates the best
available biometric identification and linguistic capabilities by September 11, 2007
within the National Counterterrorism Center. The purpose of this system would be
to provide intelligence officers, federa law enforcement officers, counterterrorism
officias, and consular officers with the best available information to identify
terrorists, and organizations and individual s that support terrorism.

Senate Provisions. Inregardtointeroperabledatasystems, S. Amdt. 3807
to S. 2845 offered by Senators M cCain and Lieberman includes|anguage that would
alsoamend P.L. 107-173. Thislanguage— included under the section dealing with
a “Biometric Entry and Exit Data System” — would require the Secretary of
Homeland Security to implement an interoperable electronic data system within 2
years of enactment that would provide federa law enforcement agencies and the
intelligence community with the relevant information to determine whether an alien
is(1) eligiblefor avisa, (2) admissibleto the United States, or (3) deportable from
the United States.

Comments. There is significant divergence in the House and Senate
provisions. The House provision envisionsan interoperable computer-based system
that could be considered a “trusted information network,” as recommended by the
9/11 Commission; whilethe Senate provision envisionsabiometric entry/exit control
system that would be integrated with other immigration computer systems and
databases that include data pertinent to determining an alien’s legal status.

Improvement of FBI's Intelligence Capabilities. Prepared by Todd
Masse, Speciaist in Domestic Intelligence and Counterterrorism, CRS Domestic
Social Policy Division, 7-2393

Themajor provisionsof thistitle, in both H.R.10, section 2193, and S.2845,
section 203-205, relate to the establishment within the Federal Bureau of
Investigation (FBI) of an Intelligence Directorate and a professional intelligence
workforce. Like the 9/11 Commission’s finding that the FBI develop “...an
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institutional culture imbued with a deep expertise in intelligence and national
security,” both bills recommend that the FBI institutionalize its ability to prevent,
pre-empt and disrupt terrorist threats.

Structure — Establishment of an Intelligence Directorate. H.R.10,
Section 2193, would codify within the FBI the existence of an “Intelligence
Directorate” which would be responsible for: (1) the oversight of FBI field
intelligence operations, (2) FBI human source development, (3) FBI collection
against nationally-determined intelligence requirements, (4) language services, (5)
strategic analysis, (6) intelligence program and budget management, and (7) the
intelligence workforce. S.2845, section 205, as amended, also would codify a
Directorate of Intelligence within the FBI. Under this proposal, the existing Office
of Intelligence at the FBI would be re-designated as the Directorate of Intelligence.
The Directorate of Intelligence would be responsible for: (1) supervising all the
national intelligence programsat the FBI, (2) oversight of the FBI’ sfield intelligence
operations, (3) coordinating human source development and intelligence collection
by the FBI against nationally determined intelligence requirements, (4) strategic
analysis, (5) the intelligence workforce, and (6) intelligence budget and program
management.

The differences between these two provisions are: (1) degree of specificity,
e.g., S.2845, section 206, specifies that the existing Office of Intelligence is re-
designated as the Directorate of Intelligence, while H.R.10, section 2193, does not.

National Security Workforce. H.R.10, Section 2193, provides for the
establishment of a“...specialized, integrated intelligence cadre composed of Special
Agents, analysts, linguists, and surveillance specialistsin amanner which createsand
sustains within the FBI aworkforce with substantial expertise in, and commitment
to, the intelligence mission of the FBI.” S.2845, section 203, recommends the FBI
continue efforts to develop and maintain within the Bureau a national security
workforce. Under the Senate bill, the workforce should consist of agents, analysts,
linguists, and surveillance specialists— recruited, trained, and rewarded inamanner
which ensurestheexistencewithinthe FBI of aninstitutional culturewith substantial
expertise in the intelligence and national security missions of the FBI. These
proposals are fairly consistent.

In regards to personnel recruitment, H.R.10, section 2193, provides that the
FBI enhance its ability to recruit individuals with educational and professional
backgroundsinintelligence, international relations, |anguage, technology, and other
skillsrelevant to the intelligence mission of the FBI. S.2845, section 203, provides
that the FBI recruit and retain individuals with backgrounds in intelligence,
international relations, language, technology, and other skills relevant to the
intelligence and national security missionsof the FBI. Theseareessentially identical
proposals.

With respect to intelligence training and intelligence officer certification,
H.R.10, section 2193, requires: (1) establishing intelligence cadre requirements for
training; career development and certification; recruitment, hiring and selection
practicesthat attract highly qualifiedindividuals; integrating fieldintelligenceteams;
and senior level field management; (2) all Special Agents and analysts employed by
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the FBI receive “...basic training in both criminal justice matters and intelligence
matters....”; (3) establishing intelligence officer certification requirements; and (4)
“...requirementsfor training courses and assignments to other intelligence, national
security, or homeland security components....” in order to advance to senior
operational management positions in the FBI. S.2845, section 203, provides: (1)
each agent employed by the FBI receive basic training in both criminal justice
matters and national security matters, and (2) each senior manager of the FBI shall
be a certified intelligence officer.

In regards to intelligence career paths, H.R.10, section 2193, recommends
that: (1) early in their career al Specia Agents be given an opportunity to have
“meaningful assignments’ in criminal justice and intelligence matters; (2) Special
Agentswho specializeinintelligence mattersbe*...afforded the opportunity to work
on intelligence matters over the remainder of their career with the FBI...;” (3) FBI
analystsbeafforded with*“...training and career opportunitiescommensuratewiththe
training and career opportunities afforded analysts in other departments of the
intelligence community.” S.2845, section 205, has very similar, if not identical,
language with respect to thisissue. One unique element of S.2845, section 205, is
the proposed establishment of an FBI “Intelligence Career Service.” This would
allow the FBI, in consultation with the Office of Personnel Management, to
“...establish positionsfor intelligence anaysts without regard to chapter 51 of title 5,
United States Code.

There is a high degree of consistency between H.R.10, section 2193, and
S.2845, section 205, with respect to the establishment within the FBI of a national
security workforce. However, while title V (sections 5051 - 5054) of H.R.10
addresses certain personnel and pay issues associated with the FBI, it does not
specifically include relief from the pay provisions of title 5, U.S. Code for FBI
intelligence anaysts (GS-132 series).  With respect to intelligence officer
certification, S.2845, section 204, defines the senior FBI operational officials who
would berequiredto becertified as*..each Operational Manager at the Section Chief
and Assistant Special Agent in Charge (ASAC) level and above....” H.R.10, section
2193, proposes that intelligence officer certification be required for advancement to
“...senior operational management positions within the FBI....”

Intelligence Program Performance Measurements. H.R. 10requires
the production of intelligencethat isresponsiveto national intelligence requirements
and priorities, including measures of the degree to which FBI headquartersand each
FBI field component is collecting and providing suchintelligence (emphasis added).
S. 2845, Section 203, does not include similar language.

Budget Issues. H.R.10, section 2193, and S.2845, section 203, havenearly
identical language requiring that the FBI modify the structure of its budget to reflect
the FBI's four man programs — Intelligence, Counterterrorism and
Counterintelligence, Criminal enterprise/Federal crimes, and Criminal justice
services.

Field Issues. H.R. 10 providesthat each FBI field office have an official
at thelevel of Assistant Special Agentin Charge or higher with responsibility for the
FBI field intelligence component, and calls for the expansion of specia
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compartmented information facilities (secure space) in FBI field offices, as
necessary. Both hills call for the integration of analysts, agents, linguists, and
surveillance personnel in the field.

Police Badges
Prepared by Charles Doyle, Senior Specialist in American Public Law, CRS
American Law Division, 7-6968

The9/11 Commission’ sfinal report recommended that “ secureidentification
should begininthe United States.” The Senatebill issilent on the question of police
badges.

House Provisions.. H.R. 10, §§2201-2202. Existing federal law outlaws
unauthorized possession of police badges or counterfeit badges that have been
transported in commerce. The House hill eliminates the decorative and general
recreational exceptions to the federal prohibition.

Comment.. Exceptionsfor theatrical and collection purposeswouldremain
in place.

Prepared by Charles Doyle, Senior Specidist in American Public Law, CRS
American Law Division, 7-6968

Railroad Carriers and Mass Transportation Protection Act
Prepared by Charles Doyle, Senior Specialist in American Public Law, CRS
American Law Division, 7-6968

Neither the 9/11 Commission’ sfinal report nor the Senate bill appear to have
addressed this matter.

House Provisions. H.R. 10, 882301-2302. H.R. 10 merges the section
which outlaws wrecking trains with that which outlaws terrorist attacks on mass
trangit.

Comment. The bill adopts uniformly the more generous jurisdiction and
more serious penalties from whichever section now features them.

Weapons of Mass Destruction —

Terrorist Access Prevention
Prepared by Charles Doyle, Senior Specialist in American Public Law, CRS
American Law Division, 7-6968

The 9/11 Commission’s final report noted al Qaeda' s efforts to acquire
weapons of mass destruction and recommended strengthening counterproliferation
effortsin the international arena. The House bill expands the proscription against
effort to acquire or produce weapons of mass destruction. There are no comparable
provisions in the Senate hill.
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House Provisions. H.R. 10, 882401-2411. Subtitle K consists of eight
substantive sections. Four new crimes that increase the penalties and jurisdictional
reach of existing bans relating to the production, traffic in, and use as weapons of
anti-aircraft missiles, atomic weapons, radiological dispersal devices, and smallpox
virus. All four crimes are punishable by death or life imprisonment if death results
from the commission of the offense; by imprisonment for lifeif the offenseinvolves
the use, attempted use, conspiracy to use, or threat to use such weapons; and by
imprisonment for not less than 30 yearsin al other cases. For all four crimes, there
is federal jurisdiction over the offense when it occurs in or affects interstate or
foreign commerce, when it is committed by or against an American overseas, or
whenitiscommitted against federal property no matter wherethe property islocated.
The subtitle then adds each of these four new crimes to the wiretapping and money
laundering predicate offense list, to the list of federal crimes of terrorism, and to the
export license screening list.

Comment. Existing law criminalizes much of the same conduct, but in
many instances punishes it more leniently. The impact of inclusion of the new
crimes on the various predicate and screening lists is confined to the relatively
limited instances where the misconduct is not already a crime. The relationship
between subtitle K and subtitle D (weapons of mass destruction prohibition
improvement) is not clear.

Terrorist Penalties Enhancement Act
Prepared by Charles Doyle, Senior Specialist in American Public Law, CRS
American Law Division, 7-6968

Neither the9/11 Commission’ sfinal report nor the Senate bill mention capital
punishment. Similar provisions have been reported by the House Judiciary
Committee, H.Rept. 108-588 (2004).

House Provisions. H.R. 10, §82501-2503. The House hill provides
capital punishment as a sanction for those existing death-causing terrorist offenses
that do not already carry the death penalty. It also denies convicted terrorists the
benefits of certain federal programs and makes commission of aterrorist offense an
aggravating factor for capital punishment purposes. Finaly, it makes the 1994
capital punishment procedures retroactively available to cases of air piracy
committed after establishment of earlier, now-repealed air piracy capital punishment
procedures.

Pretrial Detention and Postrelease Supervision of Terrorists
Prepared by Charles Doyle, Senior Specialist in American Public Law, CRS
American Law Division, 7-6968

Neither the 9/11 Commission’s final report nor the Senate bill speak of
preventive detention or supervision of terrorists following imprisonment.

House Provisions. H.R. 10, 882601-2603. H.R. 10 adds federal crimes
of terrorism to the list of federal crimes that may warrant pretrial detention and
authorizes the life-long supervision of convicted terrorists following their release
from prison regardless of whether their crime involved a risk injury (as is now
required for life-long supervision).
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Title lll: Border Security and Terrorist Travel

Immigration Reform

Prepared by Michael John Garcia, Legidative Attorney, CRS American Law
Division, 7-3873,

and Ruth Ellen Wasem, Specidist in Social Legidation, CRS Domestic Social
Policy Division, 7-7342

Overview. The9/11 Commission’ simmigration-related recommendations
focused primarily on targeting terrorist travel through an intelligence and security
strategy based on reliable identification systems and effective, integrated
information-sharing. AsCongresshascons dered theserecommendations, however,
possible |egidative responses have broadened to include changes in the substantive
law governing immigration and how that law is enforced, both at the border and in
the interior of the United States. Subtitle A, Title 1ll of H.R. 10, entitled
“Immigration Reform in the National Interest,” includes provisions on avariety of
immigration-related subjects, ranging from making certain immigration and travel-
related document requirements more stringent, to increasing the allocation of
personnel devoted to enforcing immigration laws at the border and inside the United
States, to expanding the scope of terror-related activity making an alieninadmissible
or deportable. S. 2845 generally lacks such provisions. [For additional background,
see CRS Report RL32564, Immigration: Terrorist Groundsfor Exclusion of Aliens;
CRS Report RL32276, The U.N. Convention Against Torture: Overview of U.S
Implementation Policy Concerning the Removal of Aliens; and CRS Report
RL32621, U.S. Immigration Policy on Asylum Seekers.]

Document Requirements Relating to International Travel and
Immigration Identification. H.R 10and S. 2845 contain anumber of provisions
relating to improving the security of identification documents. H.R. 10 alsoincludes
certain measures in the context of “immigration reform” that would make certain
document requirementsrel ating tointernational travel and immigrationidentification
more stringent, especialy as it pertains to documentary requirements currently
waived in 8 214(d)(4) of INA. S. 2845 does not have identical provisions, but does
address similar concerns.

House Bill. H.R. 10 would make certain documentary requirementsrel ating
to theentry and exit of personsfrom the United States more stringent. One provision
would limit the President’ s ability to waive general statutory requirementsrequiring
U.S. citizenstraveling abroad or attempting to enter the United Statesto bear avalid
U.S. passport, so that such a waiver could only be exercised with respect to U.S.
citizens traveling to or from foreign contiguous territories who were aso bearing
identification documentsdesignated by DHSas (1) reliable proof of U.S. citizenship,
and (2) of atype that may not be issued to an unlawfully present alien within the
United States [H.R. 10, § 3001]. Another provision would limit the authority to
waive identification document requirements of foreign nationals entering from
foreign contiguous territories or adjacent islands, so that such waivers could be
issued on the basis of reciprocity and only to those aliens who were carrying
identification documents deemed to be secure by the Secretary of Homeland Security
[H.R. 10, § 3002].
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Additionally, H.R. 10 would require that for purposes of establishing his or
her identity to any federal employee, an alien present in the United States may only
present either (1) any document issued by the Attorney General or Secretary of
Homeland Security under the authority of an immigration law, or (2) an unexpired,
lawfully issued foreign passport [H.R. 10, § 3006].

Senate Bill. S.2845 would require the Secretary of State, in consultation
with DHS, expeditiously to develop and implement a plan for the use of biometric
passports. This plan would require U.S. citizens and foreign nationals from
contiguousterritories or adjacent islands (i.e., alienscurrently waived in 8 214(d)(4)
of INA) to present biometric passports, or some other type of secure biometric travel
document, for travel into the United States. [S.2845, Section 1024]

Additional Allocation of Personnel Enforcing Immigration Laws
at or Within the U.S. Border and Detention Space. H.R. 10and S. 2845 both
provide for the additional alocation of resources to ensure the enforcement of
immigration laws. Both billsinclude provisionsto increase the number of personnel
enforcing immigration laws at or within the U.S. border, and H.R. 10 also provides
for an increase in bed space at immigration detention centers.

House Bill. H.R. 10 would al so requirethe Secretary of Homeland Security
to increase the number of personnel enforcingimmigration lawsat or withintheU.S.
border. H.R. 10 would require the Secretary of Homeland Security to increase the
number of full-time active-duty border patrol agentsby not lessthan 2,000 abovethe
number of positions for which funds were allotted for the preceding fiscal year, for
each year FY2006-FY 2010 [H.R. 10, § 3003]. H.R. 10 would also require an
increase in the number of positions for full-time active-duty investigators of
immigration law violations by not less than 800 above the number of positions for
which funds were allotted for the preceding fiscal year, for each year FY 2006-
FY 2010 [H.R. 10, § 3004]. H.R. 10 would also direct the Secretary of Homeland
Security to increase Detention and Removal Operations (DRO) bed space for
FY 2006 and FY 2007 by 2,500 beds each year [H.R. 10, § 3005].

Senate Bill. S. 2845 would require the Secretary of Homeland Security to
increase the number of full-time active-duty border patrol agents by not less than
1,000 above the number of positionsfor which fundswere allotted for the preceding
fiscal year, for eachyear FY 2006-FY 2010 S. 2845, Section 702]. It further specifies
that at least 20 percent of such agents must be assigned to the northern border of the
United States. Like H.R. 10, S. 2845 would require an increase in the number of
positionsfor full-time active-duty investigators of immigration law violations by not
less than 800 above the number of positions for which funds were allotted for the
preceding fiscal year, for each year FY 2006-FY 2010 [ S. 2845, Section 703]. S. 2845
does not include a provision for an increase in DRO detention bed space.

Expanding Grounds for Alien Exclusion and Removal, and
Limiting Relief from Removal. A primary area of difference between H.R. 10
and S. 2845 concernsgroundsfor alien exclusion, removal, and relief from removal,
asonly H.R. 10 deals extensively with these aress.
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House Bill. H.R. 10 would expand the grounds for alien exclusion and
removal, particularly as such groundsrelateto terrorist activity. 1t would expand the
terror-related grounds for inadmissibility and deportability to include additional
activities, such as receiving military-type training by or on behalf of a terrorist
organization [H.R. 10, 88 3034-35]. It would also deny such aliens relief from
removal to a particular country on account of a well-founded fear of persecution
[H.R. 10, 8§ 3031], though such aliens could still have their removal withheld or
deferred if they were more likely than not to face torture if removed, pursuant to
regul ationsimplementing the U.N. Convention Against Torture. H.R. 10would also
establish more stringent standards for asylum applicants accused by their home
countriesof beinginvolvedinterrorist or guerrilla-related activities (applicantswho
may not necessarily be inadmissible or deportable on terror-related grounds), by
requiring such applicants to demonstrate that their race, religion, nationality,
membership in aparticular social group, or political opinionwasor will bea central
reason for their persecution if removed [H.R. 10, § 3008].

H.R. 10 would also affect theability of certain other classes of aliensto enter
or remain in the United States. Aliens who have committed, ordered, assisted,
incited, or otherwise participated in genocide, acts of torture or extrgjudicial killings
abroad, as well as aliens who have committed particularly severe violations of
religiousfreedomwhile serving asforeign government officials, would be designated
as inadmissible and deportable [H.R. 10, 88§ 3121-22]. Further, H.R. 10 would
significantly expand the class of aliens arriving in the United States subject to
expedited removal without further hearing or review, by increasing from two years
tofiveyearstheprior continuousU.S. physical presencerequired for exemptionfrom
such removal (such aliens could still seek asylum, however) [H.R. 10, § 3007].

H.R. 10 would amend the INA to add revocation of visas to the grounds of
deportation, making the alien subject to the visarevocation immediately removable.
It would clarify that the Secretary of Homeland Security, not the Attorney General,
also has authority to revoke approval of visa petitions [H.R. 10, § 3009].

H.R. 10 would aso eliminate habeas review and other non-direct judicial
review for certain removal or visa revocation decisions, and clarify that in all
immigration provisions restricting judicial review, such restrictions include habeas
and other non-direct review, but that such restrictions do not preclude federal
appellate court consideration of constitutional claims or other purely legal issues
raised in accordance with current statutory procedures [H.R. 10, 88 3009-10].

H.R. 10 would also provide the Secretary of Homeland Security with
increased discretion as to the detention and removal of certain aiens. H.R. 10
provides that an alien may be removed to his country of citizenship, residence, or
birth, unless (1) the country physically prevents the alien from entering the country,
or (2) the alien’s removal to the country would be prejudicial to the United States
[H.R. 10, § 3033]. If analien’ sremoval to a particular country would be prejudicial,
the Secretary of Homeland Security is given broad discretion asto whereto transfer
an alien [H.R. 10, 8§ 3033]. The Secretary of Homeland Security is aso provided
with the authority to indefinitely detain aliens ordered removed (pending removal)
who are deemed to be a danger to the community or national security of the United
States, subject to review every six months by the Secretary [H.R. 10, § 3032].
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Senate Bill. S. 2845 doesnot contain any similar provisionsrelating to the
exclusion and removal of aliens.

Preventing Alien Smuggling. H.R. 10 would amend section 274 of the
Immigration and Nationality Act (INA), which criminalizes conduct relating to the
smuggling of aliens. S. 2845 does not contain asimilar provision.

House Bill. H.R. 10 would raisethe criminal penalty for acts prohibited by
INA section 274 if (1) the offense was part of an ongoing commercial organization
or enterprise; (2) the aliens were transported in groups of 10 or more; (3) the aliens
were transported in amanner that endangered their lives; or (4) the aliens presented
alife-threatening health risk to people in the United States [H.R. 10, § 3041].

Senate Bill. S. 2845 does not contain asimilar provision.

Identity Management Security
Prepared by Todd Tatelman, Legidative Attorney, CRS American Law Division, 7-
4697

Improved Security for Drivers’ Licenses and Personal
Identification Cards. The9/11 Commission’ sfinal report recommendedthat “the
federal government should set standards for the issuance of birth certificates, and
sources of identification, such as drivers' licenses.” Specifically noting the rising
problem of identification fraud, the Commission concluded that “sources of
identification are thelast opportunity to ensure that people are who they say they are
and to check whether they are terrorists.”

House Provisions, H.R. 10 883051-3060. The House language
establi shesminimum document requirements, verification and i ssuance standardsfor
acceptance by afederal agency. The House bill includes arequirement that drivers
licenses or identification cards contain specific information, features designed to
prevent tampering, and have common machine-readable technology. States would
be required to verify with theissuing agency theissuance, validity and compl eteness
of any presented documents, as well as verify an individua’s legal presencein the
United States. In addition, to have these documents accepted by federal agencies
states would be required to adopt procedures and practices to ensure that they meet
the requirements of this section. The House bill aso authorizesthat grant funding be
made availableto the states. To bedligiblefor these grants, however, the state must
agreeto participatein aninterstate compact regarding the el ectronic sharing of driver
license data.

Senate Provisions, S. 2845 Section 1027. The Senatelanguagewould
require the Secretary of Transportation, in consultation with the Secretary of
Homeland Security, to establish minimum documentation, verification, processing
and security standards for drivers licenses or personal identification cards for
acceptance by federal agencies. In addition, the regulations are to require states to
confiscate a driver’s license or personal identification card if any component or
security feature is compromised. Finally, the regulations are required to contain
procedures designed to protect the privacy and civil rights of applicantsfor drivers
licenses and identification cards.
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Comments. Whileboth versionsof the bill attempt to addressthe problem
of identification fraud identified by the 9/11 Commission, it appears that the House
of Representativeshasopted to | egislate specific requirementsleaving littleroom for
agency discretion. The Senate, on the other hand, has chosen to mandate regulation,
but has provided federal agencies broader discretionary authority to address the
various concerns identified in the statutory language.

Improved Security for Birth Certificates.

HouseProvisions, H.R. 10 883061-3067. Similartothedrivers license
provisions, the House bill establishes minimum document, i ssuance, and verification
standardsfor federal recognition. In addition, the House bill will also require states
to establish minimum building security standardsfor both stateand |ocal vital records
offices, implement other security and privacy protection measures, and create a
common database and exchange protocol for electronic birth and death registration
systems. The House bill also authorizes that grant funding be made available to the
states.

Senate Provisions, S. 2845, Section 1026. The Senate has chosen to
direct the Secretary of Health and Human Servicesto issue regul ations establishing
minimum standards for birth certificates to be accepted by federal agencies for
officia purposes. The regulations are to include features designed to prevent
tampering, counterfeiting, or other unauthorized duplicationsfor fraudulent purposes.
In addition, the regulations are required to establish requirementsfor both proof and
verification of identity, and may not require that asingle national design be utilized.

Comments. Similartothedrivers licenseprovisions, the House has opted
to legislate specific requirements|eaving little room for agency discretion, whilethe
Senate has mandated regulation, but has provided federal agencies with broader
discretionary authority.

Measures to Enhance Privacy and Integrity of Social Security
Account Numbers.

House Provisions, H.R. 10 883071-3076. The House hill essentially
addresses thisissue in three ways. First, the bill specifically prohibits the states or
their political subdivisions from displaying, electronically or otherwise, a social
security number, (or any derivative of such number) on any driver’ slicense or motor
vehicle registration, or on any other document issued by states to an individual for
identification. Second, the bill requires the Commissioner of Social Security to
promulgate a number of regulations with respect to the system for issuing social
security numbers. Finally, the bill contains a number of provisions requiring the
submission to Congress of reports and recommendations.

Senate Provisions, S. 2845, Section 1028. Like the House hill, the
Senate bill requires the Commissioner of Socia Security to issue regulations
restricting the issuance of multiple replacement cards to minimize fraud and
requiring independent verification of al records provided by applicants for social
security numbers other than enumeration at birth. However, unlike the House bill,
the Senate requires the Commissioner to add death, fraud, and work authorization
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indicators to the social security number verification system, and provides for the
establishment of an interagency task force to further improve the security of social
security cards and numbers. In addition, the Senate bill does not appear to contain
any of the reporting or recommendations provisions included in the House bill.

Targeting Terrorist Travel — Border Controls

Prepared by Blas Nufiez-Neto, Analyst in Social Legisation, CRS Domestic Social
Policy Division, 7-0622,

Ruth Ellen Wasem, Specialist in Social Legislation, CRS Domestic Social Policy
Division, 7-7342,

Stephen Vina, Legidative Attorney, CRS American Law Division, 7-8079, and
LisaM. Seghetti, Analyst in Social Legislation, Domestic Social Policy Division, 7-
4669

Overview. Actionsto identify and intercept terrorists who are attempting
to enter or leave the United States are a key component of the 9/11 Commission’s
recommendations. In 1996, Congress required the development of an automated
entry and exit data system to track the arrival and departure of aliens, but such a
system has yet to be fully implemented. Following the 9/11 terrorist attacks,
Congress enacted additional measures, including the USA PATRIOT Act (P.L.
107-56) and the Enhanced Border Security and Visa Reform Act of 2002 (P.L.
107-173), to encouragethe more expeditious devel opment of an automated entry and
exit datasystem, and to further requirethat biometricidentifiersbe used in passports,
visas, and other travel documents to improve their security. The 9/11 Commission
report called for expeditious implementation of the USVISIT program and
recommended consolidating border screening systems, including frequent traveler
programs, with the US-VISIT system. At the same time (1996) Congress enacted
provisions for an automated entry and exit data system, it aso required the
implementation of a pre-inspection program at selected locations overseas under
which immigration officers inspect aliens before their fina departure to the United
States, and authorized assistanceto air carriers at selected foreign airportsto helpin
the detection of fraudulent documents. A number of proposals have been made to
improve the accurate monitoring of persons entering and exiting the United States.
[For further discussion of these topics, see CRS Report RL32399, Border Security:
Inspections Practices, Policies, and Issues; CRS Report RL32234, U.S. Visitor and
Immigrant Satus Indicator Technology Program (USVISIT); and CRS Report
RL31512, Visa Issuances: Policy, Issues, and Legislation.]

Visa Processing and Issuances. Both billswouldincreasethe number
of consular officers by 150 over the preceding year, annually FY 2006 through
FY 2009. Both bills also have provisions aimed at improving the security of thevisa
issuance process by providing consular officers and immigration inspectors greater
training in detecting terrorist indicators, terrorist travel patterns and fraudulent
documents [H.R. 10, Setion 3084, S 2845, Section 701].

House Bill. H.R. 10 would clarify that all nonimmigrant visa applications
are reviewed and adjudicated by a consular officer [H.R. 10, § 3084] and would
establish an Office of Visa and Passport Security within the State Department to
develop a strategic plan to disrupt the operations of individuals and organizations
engagedintravel document fraud, and woul d station anti-fraud specialistsat consular
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posts overseas. This strategic plan would emphasize individuals and organizations
that may have links to domestic terrorist organizations or foreign terrorist
organizations as defined by INA. This office also would analyze methods used by
terrorists to travel internationally, particularly the use of false or altered travel
documentsto illegally enter foreign countries and the United States, and advise the
Bureau of Consular Affairson changesto thevisaissuance processthat could combat
such methods, including the introduction of new technologies. [H.R. 10, § 3092].

Senate Bill. S.2845 (Section 1024) would require the Secretary of Stateto
suspend the “transit without visa” program until the Secretary, in consultation with
DHS, ensures that a security plan for the transit passage areas are completely
implemented . S.2845 would narrow the authority to waivethe personal interview for
nonimmigrant visas to children under age 12, persons 65 years or older, diplomats
and representatives of international organizations, aliens who are renewing a visa
they obtained within the prior 12 months, and individual casesfor whom awaiver is
warranted for national interest or unusua circumstances (as determined by the
Secretary of State) [S.2845, Section 801]. S. 2845 would require that each Visa
Waiver Program (VWP) country, as a condition of being in the VWP, have a
program to i ssue tamper-resident, machine readable visadocumentsthat incorporate
biometric identifiers which are compatible with the biometric identifiers used in the
US-VISIT program [S.2845, Section 1117].

Inspections at Foreign Airports. A difference between the House and
Senate bills concerns the expansion of the pre-inspections program and the
Immigration Security Initiative at foreign airports.

House Bill. H.R. 10 would direct the Secretary of DHS, in consultation
with the Secretary of State, to expand the preinspection program at foreign airports
from five airportsto at least 15 and up to 25 airports by January 1, 2008, and submit
a areport on the progress of the expansion by June 30, 2006. The bill would also
change the language regarding the criteria on where pre-inspections stations should
be located by adding “number of inadmissible aliens, especially aliens who are
potential terrorists.” It would also authorize appropriations to implement this
subsection. [H.R. 10, § 3082]

H.R. 10 would direct the Secretary of DHS to expand the Immigration
Security Initiative (1S1), which places Bureau of Customs and Border Protection
(CBP) agents at foreign airports to prevent people identified as national security
threats from entering the country. The act callsfor at least 50 airports to participate
in program by December 31, 2006 and authorizes appropriations [H.R. 10, § 3083]

Senate Bill. S. 2845 would similarly direct the Secretary of DHS, in
consultation with the Secretary of State, to expand the pre-inspection program at
foreign airportsto at least 25 airports by January 1, 2008. The bill would requirethe
additional preinspectionssiteto beinadditionto those established prior to September
30, 1996. [S. 2845, Section 1025]

S. 2845 does not include a provision relating to the Immigration Security
Initiative.
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Criminalizing False Claim to Citizenship. Criminalizing of false
clams to United States Citizenship is another difference between the House and
Senate bills.

House Bill. H.R. 10 would criminalize false claim to citizenship in order
to enter or remain in the United States by modifying the United States Code to make
false claimsliableto afine and a maximum prison sentence of five years [H.R. 10,
§ 3086].

Senate Bill. S.2845 includes no provisions relating to criminalizing false
claimsto citizenship.

Biometric Entry/Exit Data System. H.R. 10 appears to provide
significantly more detail on training requirements; information accessibility,
accuracy, and standardization; and corrective actionsfor erroneousinformation: S.
2845 calls on the Secretary to establish guidelines on assuring accurate information
and to create an appeal s process regarding data contained in covered databases. S.
2845 appearsto place additional requirements on the Secretary’ sreport to Congress
and the Secretary’ sreview of the registered traveler program. S. 2845 requires that
both the Secretary of DHS and the heads of agenciesthat have databases|inked to the
entry and exit system establish guidelines for collecting and removing data, instead
of having the Secretary of DHS establish all guidelines, asH.R. 10 would. S. 2845
also requires the collection of biometric exit data for all individuals required to
provide biometric information at entry, regardless of the port of entry used. H.R. 10
does not appear to have asimilar provision.

House Bill. H.R. 10 would require the Secretary of DHSto develop aplan
to accelerate the full implementation of an automated biometric entry and exit data
system (US-VISIT) and to submit areport to Congress on the plan. The bill would
require the Secretary to integrate the system with databases maintained by the U.S.
Citizenship and Immigration Service and certain other immigration benefits
information maintained by other federal agencies. The bill also would require the
Secretary to establish rulesand guidelinesfor collecting and removing datain system
and databases linked to it. H.R. 10 contains further provisions on the use,
standardization, and accuracy of, and access to, information in the system. Other
provisions address training officers who are to use the system and establishing a
community outreach program. H.R. 10 would require DHS to create a centralized
processthrough which the public can correct erroneous systeminformation. H.R. 10
would require the Secretary to develop and implement a plan to expedite the
processing of registered travelers through a single registered traveler program that
can be integrated into the broader automated biometric entry and exit data system.
[H.R. 10 § 3090]

Senate Bill. Through Senate Amendment 3807, S. 2845 would requirethe
Secretary of DHSto implement aplan for an automated biometric entry and exit data
system, and report to Congress, in substantially the same fashion as H.R. 10 would,
but there are certain differences, some of which are noted below. S. 2845 would
require the Secretary to fully integrate all databases of selected DHS, DOJ, and DOS
agenciesthat processinformation on aliens. S. 2845 also would requirethe creation
of aregistered traveler program much like the one in H.R. 10 and, like H.R. 10,
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requirethat it be integrated into the automated biometric entry and exit system. The
Senate bill, however, sets explicit criteria so as to include as many participants as
practicable in the registered traveler program. [S. 2845, Section 1022-1023]

Analysis, Studies, Plans, and Agreements. Anaysisand studies of
terrorist travel aswell astechnologies useful in tracking terrorists are features of the
both bills. In addition, they have planning requirements for technologies and
documentary requirements aimed at terrorist travel.

House Bill. H.R. 10 also would require the Comptroller General, the
Secretary of State, and the Secretary of Homeland Security (each no later than May
31, 2005) to submit two studies. The studies shall examine the feasibility, cost,
potential benefits, and rel ativeimportance to tracking and apprehending terrorists of :
(1) requiring all foreign nationals to present machine-readable, tamper resistant
passportsthat incorporate biometric and document authenticationidentifiers; and (2)
creating a database containing information on the lifetime travel history of each
foreign national or U.S. citizen who seeks to enter the United States, so that border
and consular officers may determine a person’ stravel history by means other than a
passport. The studies should also make recommendations on incentives that could
be offered to foreign nations to participate in theinitiatives. [H.R. 10 8§ 3081]

H.R. 10 would call on the President to lead efforts to track terrorists by
supporting the drafting, adoption and implementation of international agreementsto
track and stop international travel by terrorists and criminalswho uselost, stolen, or
falsified documents. These agreementsshould include asystem to shareinformation
on lost, stolen, and fraudulent passports, a real-time verification system to validate
passports and travel documents with the issuing authorities, and the criminalization
by countries of travel document fraud. The section aso authorizesthe United States
to provide technical assistance to other nations to help them meet their obligations
under this agreement. [H.R. 10 § 3088]

H.R. 10 would requirethe Secretary to submit aseriesof reportsto Congress,
including areport that detail sactivitiesundertaken to devel op the biometric entry and
exit data system; ajoint report with the Secretary of State on matters such as current
infrastructure and staff at the relevant sites, the plan for enhanced database review
at entry, and the number of suspected terroristsand criminal intercepted utilizing the
biometric entry and exit data system, among other things; a report on the status of
implementing theintegrated databases and data systemsasdefined under current law;
and an individual and joint (with other relevant agency heads) status report on
compliance with this section [H.R. 10 § 3090].

H.R. 10 includes a sense of Congress that the United States should seek to
enter into an international agreement to modernize and improvethe standardsfor the
tranglation of names into the Roman alphabet. [H.R. 10 § 3089]

Senate Bill. S.2845 would require the Secretary of DHS, in consultation
with the Secretary of State, to submit a plan within 180 days on front line counter-
terrorist travel technology and training for use by all border, immigration and
consular officials. The plan is required to include the feasibility of using
authenti cation technol ogies to screen every passport or entry document, atimetable
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need to acquire and deploy the authentication technologies, and a training program
(developed with State) for border, immigration, and consular officials. [S.2845,
Section 1021]

Terrorist Travel

Prepared by Blas Nufiez-Neto, Analyst in Socia Legislation, CRS Domestic Social
Policy Division, 7-0622,

and Ruth Ellen Wasem, Speciadlist in Social Legidation, CRS Domestic Social
Policy, 7-7342

The coordination and dissemination of terrorist travel intelligence and
operational information between the various federal agencies to better detect and
interdict terrorists attempting to enter into the United Statesisan important theme of
this legislative effort to implement the 9/11 Commission recommendations. Both
billsinclude provisions concerning the collection and dissemination of information,
the deployment of document authentication technol ogy, and thetraining of front-line
staff on terrorist travel techniques. While the Senate and House versions are
relatively similar, the Senate bill goes into more detail about the processes and
agencies involved in detecting terrorist travel, including placing emphasis on the
interagency Human Smuggling and Trafficking Center, and granting security
clearances to consular and immigration officials.

House Bill. H.R. 10 would establish a terrorist travel program in the
Department of Homeland Security (DHS) to analyze and utilize information and
intelligence regarding terrorist travel tactics, patterns, trends, and practices, and
disseminatethat informationto all front-line DHS personnel who are at portsof entry
or between ports of entry, to immigration benefits offices, and, in coordination with
the Secretary of State, to appropriate individuals at United States embassies and
consulates. [H.R. 10, § 3101] DHSwould also bedirected to formulate aplan within
180 days of enactment to ensure that technologies that facilitate document
authentication are deployed to all POE, consulates, and immigration benefit offices.
All technol ogiesacquired and deployed for this purpose should beinteroperablewith
the systems currently in place. [H.R. 10, 8 3104] The House-passed bill also would
require the Secretary of DHS to review and evaluate the training currently provided
to DHS personnel and, in consultation with the Secretary of State, relevant DOS
personnel with respect totravel andidentity documents, and techniques, patterns, and
trendsassociated with terrorist travel. [H.R. 10, 8 3102] The Secretary of DHSisaso
required to develop and implement a revised training program for border,
immigration, and consular officialsin order to teach such officialshow to effectively
detect, intercept, and disrupt terrorist travel. [H.R. 10, § 3103]

Senate Bill. S.2845would require DHSto submit astrategy for combining
terrorist travel intelligence, operations, and law enforcement into a cohesive effort
to detect and intercept terrorists. The bill would require that strategy be developed
in coordination with all federal agencies involved and address the collection,
analysis, and dissemination of terrorist travel information as well as the operational
and training requirements. The bill would require that the new procedures be
integrated with all current efforts underway at POE, consular offices, and related law
enforcement activities. The amendment would also provide more resources for the
interagency Human Smuggling and Trafficking Center, would provide each consul ar,
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POE, and immigrations benefit office with a counter-terrorist travel expert, and
would grant security clearancesto the appropriate consular and immigration officers.
[S.2845, Section 1021]

Maritime Security Requirements
Prepared by John Frittelli, Specialistin Transportation, CRS Resources, Science, and
Industry Division, 7-7033

Overview. Under “ Strategiesfor Aviation and Transportation Security” the
9/11 Commission recommended that the federal government identify and evaluate
the transportation assets that need to be protected, set risk-based priorities for
defending them, select the most practical and cost-effective ways of doing so, and
then develop a plan, budget, and funding to implement the effort. The Commission
recommended that the plan assign roles and missions to the relevant authorities
(federal, state, regional, and local) and to private stakeholders. The Commission
further noted that perfection is unattainable but that terrorists should perceive that
potential targets are defended in order to deter them with a significant chance of
failure. The Commission recommended that Congress set specific dates for the
completion of these plans. The 9/11 Commission’ s recommendation for improving
transportation security isessentially consistent with Sections 70102 and 70103 of the
Maritime Transportation Security Act of 2002 (MTSA, P.L. 105-295), which was
passed by Congress on November 25, 2002. However, these two sectionsof MTSA
did not impose deadlines on DHS in carrying out the prescribed security planning
activities.

House Provisions. Section 3111 of H.R. 10 would impose a deadline of
December 31, 2004 for DHS to carry out the security planning activities called for
in sections 70102 and 70103 of MTSA. Specifically, it would require DHS to
prepare a national maritime transportation security plan to deter and respond to a
transportation security incident and for DHS to conduct a detailed vulnerability
assessment of the port facilities and vessels that may pose a high risk of being
involvedinatransportation security incident. Section 3111 of H.R. 10 would impose
the same deadline for DHS to prescribe regulations to prevent an individual from
entering a secure area of a seaport or a vessel unless that individual held a
trangportation worker security card or was accompanied by someone who did hold
acard. The development of atransportation worker security card was called for in
section 70105 of MTSA.

Senate Provisions. Like H.R. 10, S. 2845 would impose deadlines on
DHSto compl ete certain maritime security activities. Section 1032 of S. 2845would
implement the 9/11 Commission’ srecommendation for all modes of transportation,
including maritime transportation and would require the DHS, in consultation with
DOT, to develop and implement a national strategy for transportation security by
April 1, 2005. The strategy would identify assetsthat need protection, set risk-based
priorities and realistic deadlines for protecting those assets, identify the most
practical and cost-effective means of defending those assets, assign security rolesto
federal, state, and local governments, and establish mechanismsto encourageprivate
sector cooperation and participation. Section 1114 of S. 2845 would impose
additional deadlines on DHS for implementing various provisions in MTSA. It
would impose a 90 day deadline after enactment of S. 2845 for a status report on the
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National Maritime Transportation Security Plan, adeployment plan for the national
transportation security card, a status report on negotiationsto establish international
standards for seafarer identification, a status report on developing performance
standards for security seals and locks on shipping containers, a status report on a
program to evaluate and certify secure systems of internationa intermodal
transportation, as well as other status reports on other security plans and reports
required by MTSA. Finally, Section 401 would establish a “watch list” for
passengers and crews on cruise ships and S.Amdt. 3813 would add liquefied natural
gasmarineterminalsto DHS slist of energy facilitiesrequiring risk assessments and
protective measures.

Comments. BothH.R. 10and S. 2845 impose an urgency on DHS sefforts
in strengthening maritime security and thus impose deadlines on the agency in
planning and carrying out certain maritime security activities that were called for in
MTSA. Inadditionto thedifferencein deadline dates, thebillsdiffer inthat H.R. 10
is specific to maritime transportation whereas Section 1032 of S. 2845 refersto all
modes of transportation in developing a national strategy. Also, with regard to
imposing deadlines for the DHS on certain maritime security activities that were
called for in MTSA, the deadline imposed in H.R. 10 is for completing those
activities while the deadlinesimposed in Section 11114 of S. 2845 are largely for a
status report by DHS on those activities. Most of the deadlinesin H.R. 10 and S.
2845 arefor the DHSto submit areport or plan. The Under Secretary for Border and
Transportation Security, AsaHutchinson, in prepared testimony for ahearing by the
Senate Committee on Commerce on August 16, 2004 stated that a national
transportation security plan ascalled for by the 9/11 Commission waswell underway
and would be completed by TSA before the end of 2004. A more difficult deadline
for DHS may be the December 31, 2004 House deadline for TSA to prescribe
regul ationsfor implementing the Transportation Worker Identification Card (TWIC).
These cards are intended to limit access to sensitive areas within transportation
facilities. TSA iscurrently testing aprototype of the card at several freight facilities.
Anunresolved issueiswhat might disqualify atransportation worker from acquiring
acard. Inreviewing background checks, section 70105 of MTSA givesthe Secretary
of DHS a certain amount of leeway in evaluating whether a worker is a terrorism
security risk.

Treatment of Aliens Who Commit Acts of Torture,

Extrajudicial Killings, or Other Atrocities Abroad
Prepared by Michael Garcia, Legidative Attorney, CRS American Law Division, 7-
3873

Overview. Subtitle F, Title Il of H.R. 10, entitled “ Treatment of Aliens
Who Commit Acts of Torture, Extrgjudicial Killings, or Other Atrocities Abroad”
concerns the exclusion and removal of certain aliens involved in certain crimes
prohibited under international humanitarian law. S. 2845 does not address this
subject.

House Bill. H.R. 10 would amend the groundsfor alieninadmissibility and
deportability to include (1) the ordering, incitement, assistance, or participation in
conduct outside the United Statesthat would, if committed in the United Statesor by
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aU.S. national, constitute genocide as defined by U.S. law and (2) the commission,
ordering, incitement, assistance, or participation in acts of torture or extrajudicial
killings as defined by U.S. law. These amendments would apply to offenses
committed before, on, or after the enactment of H.R. 10. However, alienswho have
participated in torture or extrajudicia killings who are applying for temporary
admission to the United States pursuant to a nonimmigrant visa could have their
inadmissibility waived by the discretion of the Attorney General. Additionally,
foreign government officials who have at any time committed particularly severe
violations of religious freedom, as defined by 22 U.S.C. § 2402, would also be
designated as inadmissible and deportable.

H.R. 10 would also make participation in genocide, assistance in Nazi
persecution, or participation in torture or extrajudicial killings automatic grounds
precluding the offending alien from being found to possess good moral character —
a necessary requirement for naturalization. Aliens who, while serving as aforeign
government official, committed particularly severe violations of religious freedom
would also be precluded from being found to possess good moral character.

H.R. 10 would aso require the Attorney General to establish within the
Department of Justice an Office of Specia Investigations with authority to
investigate and prosecute any alien who participated in genocide, Nazi-related
persecution, torture, or extrajudicial killings.

Senate Bill. S. 2845 doesnot contain provisions similar to those described
above.

Security Barriers
Prepared by Blas Nunez-Neto, Analyst in Social Legidation, CRS Domestic Social
Policy Division, 7-0622

This section expands a fence that runs along the Southwest border with
Mexico in Caiforniaand waives certain environmental and cultural regulations.

House Bill. TheHouse hill extends by 14 milesaportion of fence along the
Southwest border with Mexico in California in a region popularly known as
Smuggler’s Gulch. The bill provides the exact measurements for the fence, and
makes its construction exempt from a wide range of Federa environmental,
conservation, and cultural reguirements including the Native American Graves
Protection and Repatriation Act.

Senate Bill. Thereisno comparable section in the Senate hill.
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Title IV: International Cooperation
and Coordination

Attack Terrorists and their Organizations
Prepared by Raphael Perl, Specidist in International Affairs, CRS Foreign Affairs,
Defense, and Trade Division, 7-7664

Overview. Attacking terrorists, terrorist sanctuaries, and terrorist
organizations is a core recommendation of the 9/11 Commission.

House Provisions. TitlelV, Subtitle A of H.R. 10 containsthree sections
which address the issue of terrorist sanctuaries. They are:

Section 4001 which requires (1) identification and prioritization of countriesthat are
terrorist sanctuaries; (2) assessment of resources provided these countries; (3)
devel opment of acoordinated strategy to respond to such sanctuary use; and, (4) both
bilateral and multilateral response efforts.

Section 4002 which requires a report to Congress on the implementation of the
measures contained in Section 4001.

Section 4003 which extends the sanctions provisions of Section 6 (j) of the Export
Administration Act (primarily dealing with sales of military and dual technology)
to countries with territory being used as terrorist sanctuaries. This putsinto effect
a certification process to exempt from sanctions countries that are cooperating to
deal with the sanctuary problem.

Senate Provisions. Sections 4001, 4002, and 4003 of H.R. 10 are
mirrored in Sections 4001, 4002, and 4003 of S. 2845.

Comments. Section 4003 putscountrieson noticethat they must cooperate
or face sanctions. It does not contain a “national interests” waiver. Such awaiver
would address the issue of allies who may not be adequately cooperating with the
United States, but whose support, nevertheless, may be perceived as necessary for
overall U.S. security interests. Neither bill places any textual qualification on the
standard of “cooperating,” such as“fully, reasonably, adequately, or in light of other
legitimate national security concerns of the government in question.”

Other Provisions (WMD Nonproliferation)
Steve Bowman, Specidist in National Defense, CRS Foreign Affairs, Defense, and
Trade Division, 7-7613

Overview. Theseprovisionsarerelated to the recommendation of the 9/11
Commission to strengthen nonproliferation efforts regarding weapons of mass
destruction.

House Provisions. TitlelV, SubtitleA, Chapter 2, Sec. 4011-12 direct the
Arms Control and Nonproliferation Advisory Board vacancies be filled in
consultation with the House International Relations Committee and the Senate
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Foreign Relations Committee. It further requiresthe Board to review current WMD
nonproliferation and strategic arms control policies, and existing reporting
requirements.

Senate Provisions. S. 2845 contains no similar provision.

Comments. Neither bill specifically addressesthetwo programswhichthe
9/11 Commission Report recommended strengthening: the Proliferation Security
Initiative and the Cooperative Threat Reduction program.

Prevent the Continued Growth of Terrorism
Prepared by Susan Epstein, Specialist in Foreign Policy and Trade, CRS Foreign
Affairs, Defense, and Trade Division, 7-6678

Overview. The9/11 Commission Report expressesdeep concernsabout the
United States government’ slack of dialogue with the Arab and Muslim populations
of the world. The report states that “The United States has to help defeat an
ideology, not just agroup of people....” Thereforethereport recommendsexpanding
and targeting dial ogue with Muslim populations, clearly communicating America' s
optimism, values, and opportunities as a way to dissuade terrorists faster than the
madrassas and radical clerics can recruit them. Exchanges, broadcasting, education
reformsand multilateral approaches are some of measuresincludedin theHouseand
Senate |egidlation.

House Provisions. Subtitle B of H.R. 10 expands U.S. government
bilateral and multilateral activitiesthat may help in the struggle of ideas, dampening
the anger and deterring terrorist recruitment in the long run. Section 4021 requires
the Secretary of State no later than March 15 of every year to submit to Congress an
assessment, worldwide and by region, of the impact of public diplomacy on target
audiences. In addition, the Secretary isrequired to submit, in coordination with the
budget, a plan identifying necessary resources for achieving the stated public
diplomacy goals.

Bilateral activitiesintheHousebill havelargely to do with public diplomacy.
For example, Section 4022 states that the State Department should recruit and train
U.S. Foreign Service Officersin public diplomacy. Section 4023 states the sense of
Congressthat the United States should significantly increase exchangeswith Muslim
countries. And, Section 4024 requiresthat, effective January 1, 2009, in order for a
member of the Senior Foreign Service to be promoted, he/she must have served in
at least one position related to public diplomacy.

Multilateral provisionsin H.R. 10 require the President to expand the work
of the Democracy Caucus within the U.N. and establish a rotational |eadership to
provide member countriesthe opportunity to serve asthe designated president of the
Caucus. Section 4033, among other things, requires the President of the United
States, where appropriate, to use the influence of the United States to reform the
criteriain U.N. bodies and other multilateral organizationsto exclude countriesthat
violate principles of the specific organization. This section also requires areport to
Congress from the Secretary within 15 days after a country is selected for
membership or leadership in aninternational organization. Section 4034 requiresthe
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Secretary of State to train Foreign Service Officers on multilateral diplomacy for
participationininternational organizationsand multilateral negotiationsand provides
additional training for certain civil service employees. Finally, Section 4035
authorizesthe Secretary of State to establish an Office on Multilateral Negotiations,
headed by an appointed “ Special Representative.”

Other measuresin the House bill include apilot program to provide grantsto
American-sponsored schools for scholarships in predominately Muslim countries
(Section 4041), enhancing free and independent media worldwide through
government grants to the National Endowment for Democracy (NED) (Section
4042), combating biased or fal se mediacoverage of the United States (Section 4043),
reporting on what strategy is used for broadcast outreach (Section 4044), and
strengthening the Community for Democracies for Muslim countries through such
programs as the Middle East Partnership Initiative (MEPI) and the Broader Middle
East and North Africalnitiative (Section 4046).

Senate Provisions. Inthe Senate bill — S. 2845, Section 1006 expresses
asense of Congressthat the United States should offer moral leadership intheworld
and cooperate with Islamic countries to foster respect for human dignity as well as
work to defeat terrorism. The Senate bill, as amended, authorizes funds for
international broadcasting to promote American values (Section 1008), authorizes
expansion of educational and cultural exchanges with Arab and Muslim countries
(Section 1009), and establishes an International Y outh Opportunity Fund to provide
financial assistance for improving public education in the Middle East (Section
1010).

Other measuresto prevent the continued growth of terrorism arein the Senate
bill, but do not involve public diplomacy, such as Section 1011 using economic
policies to combat terrorism, Section 1013, establishing an international coalition
strategy for fighting terrorism, and Section 1014, policy reporting requirements, and
training on the treatment of prisoners.

Comments. Five Senate provisions are somewhat related to measuresin
the House hill. For example, like the House bill the Senate bill has a reporting
requirement for public diplomacy goals and strategies. However, the Senate hill
Section 1017 (5) requiresthe President, rather than the Secretary of State, to submit
to Congressaonetimereport (180 days after enactment of thisAct, rather than every
March 15") that, like the House measure, would describe specific goals and
strategies, recommendations and financia estimates related to the struggle of ideas
within the Islamic world.

A second Senate measure that is similar to the House has to do with
expansion of exchange programs with Muslim countries. Whereas the House
measureisa“ Sense of Congress,” the Senate provision, Section 1009 authorizesthe
President to substantially expand exchanges, scholarships, and library programsin
Arab and Muslim populations and authorizes such sums as may be necessary for this
expansion for FY 2005 through FY 2009.

The third similarity of the Senate bill to H.R. 10 has to do with education
reform in Mudlim countries. However, while H.R. 10, Section 4041 authorizesthe
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Secretary of Statetoimplement apilot programto provide schol arshipsto elementary
and secondary school children to attend American-sponsored schools, Section 1010
requiresthe President to establish and fund an International Y outh Opportunity Fund
to provide financial assistance to improve public education inthe Middle East. The
Senate measure provides such sums as may be necessary from FY 2005 through
FY 2009; no funds are authorized in the House version.

Fourth, Section 1008 (comparable to H.R. 10, Section 4043) expresses a
sense of Congress that the United States must do more to defend and promote its
values through international broadcasting, particularly in the Muslim world. The
Senate measure, unlike the House version, authorizes appropriations for FY 2005
through FY 2009 for carrying out the increased broadcasting activities.

Finally, whereas the House bill provides a sense of Congress and areport on
MEPI, among other things in Section 4046, the Senate provision, Section 1012
authorizes appropriations for the Middle East Partnership Initiative for FY 2005
through FY 20009.

Reform of Designation of Foreign Terrorist Organizations
(FTO’s)

Prepared by Raphael Perl, Specidist in International Affairs, CRS Foreign Affairs,
Defense, and Trade Division, 7-7664

Overview. Overal, the 9/11 Commission’s report speaks in terms of the
need to identify the enemy. Heading 12.2 of the Commission’ srecommendationsis
entitled Attack Terrorists and their Organizations.

House Provisions. TitlelV, Subtitle C of H.R. 10 contains two sections
which address the issue of terrorist organizations. They are:

Section 4051 which makes changes to procedures for responding to challenges of
designation of foreign terrorist organizations (FTO’'s) by the Secretary of State;
requires also that the status of an organization on the list be reviewed at least every
six years, and that the results of the review be published in the Federa Register.

Section 4052 which requires that the State Department’ s annual Patterns of Global
Terrorism report include information on terrorist groups developing — or that have
tried to develop — weapons of mass destruction during the past five years and that
the report provide information on states providing WMD material or support to
terrorist groups.

Senate Provisions. Section 4051 of H.R. 10 ismirrored in Section 4051 of S. 2845.
Section 4052 of H.R. 10 ismirrored in Section 4052 of S. 2845.

Comments. Section4051 Tothedegreethat theenemy utilizesidentifiable
organizational structures, knowing which structuresthese are and subjecting themto
sanctions is consistent with the strategy set forth. To the extent that the United
States and its allies agree which organizations support or engage in terrorism, the
FTO processisrelated to the 9/11 Commission recommendation which argues for
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developing a common coalition approach. A potential problem of a strategy that
places major emphasis on identifying formal organizational structures is that,
increasingly, terrorist organizationsbecome*ad hoc” in nature, change, and “morph.”

Section 4051 clarifies procedures for designating FTO's — and for
challenging such designations — to reflect a number of Federal Court decisionsin
which such issues were raised.

Afghanistan Freedom Support
Prepared by Christopher Blanchard, Analyst in Middle Eastern Affairs, CRSForeign
Affairs, Defense, and Trade Division, 7-0428

Overview. The 9/11 Commission recommends that the United States and
the international community make a long-term commitment to a secure and stable
Afghanistan, in order to give the government of Afghanistan (GOA) a reasonable
opportunity toimprovethelife of the Afghan peopleandto prevent Afghanistanfrom
again becoming a sanctuary for international crime and terrorism. The Commission
also recommends that the United States and the international community help the
GOA extend its authority over the country, with a strategy and nation-by-nation
commitmentsto achieve their objectives. The 9/11 Commission’sfinal report calls
for an internationa effort to restore the rule of law and contain rampant crime and
narcotics trafficking in Afghanistan. Both H.R. 10 and S.2845 seek to implement
these recommendationsin different ways.

House Provisions. H.R. 10, SubtitleD (Sec. 4061-4070, the* Afghanistan
Freedom Support Act Amendments of 2004"), amends the Afghanistan Freedom
Support Act of 2002 (P.L. 107-327, AFSA) and specificaly addresses
counternarcotics effortsin Afghanistan. The amendments define specific elements
of U.S. policy, require the President and executive agencies to create specific
positions and take specific actions, and create a number of reporting requirements.

e Section 4066, prioritizes “immediate steps’ to actively support the
disarmament, demobilization, and reintegration of armed soldiers,
particularly child soldiers, into Afghan society and to support the
expansion of international peacekeeping and security operations
acrossthe country. Thebill also amends and expands authorization
for rule of law and cultura preservation assistance (Sec. 4064).
H.R.10, Sec. 4070 further repeals section 620(d) of the Foreign
Assistance Act of 1961 which prohibits the provision of assistance
to Afghanistan without Presidential certification.

e Section 4067, requires the President to encourage and enable other
countries to actively participate in expanded international
peacekeeping and security operations in Afghanistan, especialy
through the provision of military personnel for extended periods of
time. The bill aso requires the President to designate a State
Department coordinator for U.S. policy toward Afghanistan with the
rank and status of ambassador (Section 4062(b)).

e H.R. 10 also creates a number of reporting requirements for the
President and specific executive agencies, including a five-year
strategy for Afghanistan that i ncludes specific and measurablegoal s,
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timeframes, resource needs, implementation plans, defined
responsibilities, and descriptions of challenging factors (Section
4063(c)). Reports are also required that address prior and future
U.S. assistance to Afghanistan, obligations and expenditures,
progress on the implementation of U.S. disarmament policy,
counternarcoticsprograms, and effortsto solicit greater international
financial and military involvement in Afghanistan (Sec. 4063(c-d),
Sec. 4065, 4066(a), and Sec. 4067).

On counternarcotics, Section 4068, states the sense of Congress that the
President should make substantial reduction of drug production and trafficking in
Afghanistan a priority in the global war on terrorism and the U.S. should undertake
additional effortsto reduceillegal drug trafficking and related activites that provide
support for terrorist organizations. H.R. 10 authorizes and encourages the President
to implement specific initiativesto assist in the eradication of poppy cultivation and
the disruption of heroin productionin Afghanistan, including promoting alternatives
to poppy cultivation, enhancing the ability of farmers to market legitimate
agricultural goods, providing assistance and payments for special counternarcotics
police and support units, training the Afghan National Army in counternarcotics
activities, and creating infrastructure for narcotics prosecutions.

Senate Provisions. LikeH.R. 10, S. 2845 defines specific elements of
U.S. policy toward Afghanistan; however, S.2845 and H.R. 10 differ in specificity
and required action in some cases. Whereas H.R.10 amends the AFSA of 2002, for
example, S.2845 expresses the sense of Congress that Congress should, in
consultation with the President, update and revise the AFSA in the future, as
appropriate (Section 1004(b)(2)). UnlikeH.R. 10, S. 2845 authorizes$2.4 billionfor
eight specific assistance programsin FY 2005, including counternarcotics, aswell as
such sumsasdeemed necessary for FY 2006-2009 (Section1004(c)(1)). H.R. 10does
not authorize specific amounts of assistance. Like H.R. 10, S. 2845 requires the
President to submit a 5-year Afghan strategy report to Congress 180 days after the
bill’ senactment (Section 1017(3)(A)). Asacomponent of abroader required report,
S.2845 requires a specific section on Afghanistan to describe the amounts of aid
devoted to a set of ten specific strategic and assistance objectives, progress made
toward those objectives, and projections of future resources necessary to meet any
shortfalls (Section 1017(3)(A-B)).

S.2845 expresses the sense of Congress that the United States should work
with other nations, including through the use of its voice and vote in international
organizations, to obtain long-term security, political, and financial commitmentsand
fulfillment of pledgesto the GOA to accomplish the objectives of the AFSA of 2002
(Section 1004(b)(1)(A-B)). S.2845 also calls for increases in the staffing and
assistance provision levels of Department of State and the United States Agency for
International Devel opment programs in Afghanistan (Section 1004(b)(1)(C)).
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Relations with Saudi Arabia and Pakistan

Saudi Arabia. Prepared by Alfred Prados, Specialist in Middle Eastern
Affairs, CRS Foreign Affairs, Defense, and Trade Division, 7-7626

Overview. Initsfinal report, the National Commission on Terrorist Attacks
Upon the United States (the 9/11 Commission) described Saudi Arabia as having
been a“problematical ally in combating Islamic extremism.” The report takes note
of long-standing cooperative relations between the U.S. and Saudi governments,
growing misunderstandings at the popular level in recent years, and U.S. criticisms
in the aftermath of 9/11 that Saudi officials could do more to fight terrorism. The
report acknowledges increased efforts in that regard since mid-2003 and noted that
Saudi Arabia is now locked in conflict with Al-Qaeda. One of the key
recommendations in the 9/11 report addresses the U.S.-Saudi relationship:

The problemsin the U.S.-Saudi relationship must be confronted, openly.
The United States and Saudi Arabia must determine if they can build a
relationship that political leaders on both sides are prepared to publicly
defend — arelationship about more than oil. It should include a shared
commitment to political and economic reform, as Saudis make common
cause with the outside world.

Both the House and Senate bills draw on various parts of the Commission’s report
in their statements expressing the sense of Congress and in their recommendations
regarding Saudi Arabia.

House Provisions. Section 4081 of the House-passed bill (H.R. 10) is
entitled “New United States Strategy for Relationship with Saudi Arabia.” It setsan
initial policy framework by expressing the sense of Congress that the U.S.-Saudi
relationship should include a more robust dialogue between the people and
governments of the two countries to provide for reevaluation of and improvements
to the bilateral relationship. It contains a reporting provision, under which the
President isrequired to submit to two specified congressional committeeswithinone
year astrategy for collaboration with the people and government of Saudi Arabiaon
subjects of mutual interest. According to H.R. 10, Section 4081(b), the strategy is
to include aframework for security cooperation against terrorism with emphasis on
combating terrorist financing; a framework for political and economic reform in
Saudi Arabia; an examination of stepsto reversethetrend toward extremismin Saudi
Arabia; and aframework for promoting greater tol erance and respect for cultural and
religious diversity. The last three components of the required strategy report apply
to both Saudi Arabia and the Middle East as a whole. This report may contain a
classified annex.

Senate Provisions. Provisionsof the Senate passed hill, S. 2845, relating
to Saudi Arabiaare similar in many ways to the House passed bill; however, unlike
the House passed hill, the Senate passed bill contains a separate sub-paragraph
dealing with findingsand alonger statement of the sense of Congress (Section 1005).
Findings are specifically described as “Consistent with the report of the National
Commission on Terrorist Attacks Upon the United States’ (the 9/11 Report) and
summarize the course of the U.S.-Saudi relationship including both positive and
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negativeaspects. The sub-paragraph dealing with the sense of Congressincludeskey
recommendationsfrom the 9/11 Report dealingwith the U.S.-Saudi relationship and
acommitment to fight violent extremists.

Like the House passed bill, the Senate passed bill contains a reporting
requirement (Section 1017(b)(4)). Aspart of abroader report dealing with terrorism
in the Middle East and south Asia and various aspects of diplomacy, the President
is required to submit to Congress a description of a U.S. strategy for expanding
collaboration with Saudi Arabia. Unlikethe House passed bill, the Senate passed bill
does not identify specific committeesto whom the report isto be submitted, and sets
adeadline of 180 days rather than one year for submission of the report; moreover,
the Senate passed bill does not provide for a classified annex. Unlike the House
passed hill, the strategy called for in the Senate passed bill includes ways and means
of advancing Saudi Arabia s contribution to the Middle East peace process. The
strategy called for in the Senate passed bill does not directly mention terrorist
financing, as does the House passed bill; however, the strategy called for in the
Senate passed hill is to include ways to help the Saudi Government prevent its
nationals from funding and supporting extremist groups. Also unlike the House
passed bill, the strategy under the Senate passed bill callson the President to consider
undertaking a periodic, formal, and visible dialogue between U.S. Government
officialsand their Saudi counterparts to address challengesto their relationship and
identify areas for cooperation (Section 1017(b)(4)). Both billsinclude a discussion
of political and economic reform in Saudi Arabia and the broader Middle East in
their respective strategies.

Pakistan. Prepared by Alan Kronstadt, Analyst in Asian Affairs, CRS
Foreign Affairs, Defense, and Trade Division, 7-5415

Overview. The 9/11 Commission Report contains a specific
recommendation for U.S. policy toward Pakistan, calling for a long-term U.S.
commitment to provide comprehensive support for Islamabad so long as Pakistan's
government remains committed to combating terrorism and to a policy of
“enlightened moderation.” Both the House and Senate billsincluded provisions on
Pakistan that support this goal.

House Provisions. InH.R. 10, Title 1V, Subtitle E, Sec. 4082 (“United
States Commitment to the Future of Pakistan™), the House calls for a long-term
commitment “to ensureapromising, stable, and securefuturefor Pakistan.” It calls
for U.S. assistance to Pakistan to concentrate on democratization, economic
moderni zation, nonproliferation, and, especially, education reform, and would require
the President to transmit to Congress within 180 days of enactment a “detailed
proposed strategy” for long-term engagement with that country. Sec. 4083 of the act
(“Extension of Pakistan Waivers’) would extend the President’ swaiver authority on
coup-related sanctions on Pakistan through FY 2006.

Senate Provisions. InS. 2845, Title X, Subtitle A, Section 1003 (“Role
of Pakistan in Countering Terrorism”), the Senate calls for a long-term U.S.
commitment to “fostering a stable and secure future in Pakistan,” to include U.S.
assistance sustained at a minimum of FY 2005 levels requested by the President.
Particular areas of emphasis are education reform and democracy promotion in
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Pakistan. Section 1017(2) (“Report to Congress’) would require the President to
transmit to Congress within 180 days of enactment a description of U.S. effortsto
support Pakistan and encourage moderation there, including examinations of and
recommendationsfor funding levelsfor educational, military, and financial support,
as well as an examination of the desirability of establishing a Pakistan Education
Fund.

Comments. BoththeHouseand the Senate approved |l egislation that would
commit the United States to long-term and comprehensive support for the
government of Pakistan in an effort to ensure a “stable and secure future” for that
country. Both place particular stress on support for education reform in Pakistan.
However, the Senate bill includes a reporting requirement on education reform and
also setsaFY 2005 baseline for amounts of U.S. assistance to Pakistan. The House
version requires the President to provide a “detailed proposed strategy” for U.S.
engagement with Pakistan, while the Senate would only require adescriptive report.
Finally, the Senate version contains no language on waiver extension.

Oversight Provisions
Prepared by Marjorie Ann Browne, Specialist in International Relations, CRS
Foreign Affairs, Defense, and Trade Division, 7-7695

Overview. The Case-Zablocki Act, 1 U.S.C. 112b, enacted in 1972,
requiresthe Secretary of Stateto transmit to Congresscopiesof al U.S. international
agreements other than treaties within 60 days after entry into force. This Act was
amended in 1977 and 1978, to ensureitsfull implementation. Theinitial section, 1
U.S.C. 1124, originated in 1950 in its current form and requires publication of all
treaties and international agreements in force for the United States. Congress
amended itin 1994 to identify categories of agreementsthat would not be published.

House Provisions. Section 4091 of TitlelV amends both 1 U.S.C. 112a
and 112b. Section 112aisamended to requirethe Secretary of Stateto publishindglip
form or otherwise make publicly available through the State Department Internet
website each treaty or agreement proposed to be published no later than 180 days
after the date when the treaty or agreement “entersinto force.” The House amended
Section 112btorequirethe Secretary of Stateto submit to Congressannually areport
containing an index of all international agreements the United States has signed or
otherwise executed during the preceding calendar year, including all agreementsthat
have not been published or will not be published. This annual report may be
submitted in classified form. These amendments also specify that international
arrangements shall be considered international agreements for the purposes of this
Act, that shall be effective 60 days after enactment and shall apply during FY 2005,
2006, and 2007.

Senate Provisions. Contains no comparable language.

Comments. The amendment to Section 112a responds to persistent and
long-time delaysin the publication of in force treaties and international agreements.
The State Department has during the past year started to list, with links to the texts,
on its Freedom of Information Act website, U.S. international agreementsthat have
entered into force since March 1998. The section 112b amendments respond to the



CRS-61

continued need in Congress for full and up-to-date information on the international
agreements concluded by the executive branch, including those that will not be
published.

Additional Protections of United States Aviation System

from Terrorist Attacks
Prepared by Bart Elias, Speciaist in Aviation Security, Safety, and Technology
Policy, CRS Resources, Science, and Industry Division, 7-7771

Overview. Severa additiona provisions regarding aviation security rely
upon international cooperation and coordination. International cooperation and
coordination on aviation security matterswas not addressed inthe 9/11 Commission
recommendations. TheHousebill containsthreeprovisionsaddressinginternational
efforts to mitigate terrorist attacks against aviation assets. These provisionsinclude
measures that would urge the President to enter into international agreements
permitting armed pilots on foreign flights and pursue international agreements to
[imit the proliferation of shoulder-fired missiles that pose a threat to civil aircraft.
The House bill also contains a provision that would establish a program for training
foreign air marshalsat U.S. DHSfacilities. The Senate bill contains a provision not
included in the House bill that would require DHS to report on procedures to
mitigates risksin foreign air cargo bound for the United States.

House Provisions. The House bill contains three specific sections
regarding international efforts to improve aviation security.

First, aprovision of the House bill (Sec. 4101) encourages the President to
aggressively pursue international agreements alowing armed pilots on flights to
international destinations. Foreign laws and regulations may prevent armed pilots
from carrying their weapons on flights to certain international destinations and this
provision encourages the administration to enter international agreementsthat would
expand the number for foreign destinations where federal flight deck officers are
permitted to fly.

A second provision of the House bill (Sec. 4102) would alow the Bureau of
Immigration and Customs Enforcement, after consultation with the Department of
State, to provide air marshal training to law enforcement personnel of foreign
countries. Under this provision, foreign officers sent to the United States for air
marshal training must be vetted against the consolidated and integrated terrorist
watch lists and may be charged reasonabl e fees to offset the costs of their training.
An emergency amendment to aviation security regul ations, issued in December 2003,
requiresthat foreign air carriers place armed, trained, government law enforcement
officers on designated flights to and from the United States when directed to do so
by DHS. In light of this requirement, the qualifications and training of foreign
officersassigned to such duties hasrai sed concernsamong somethat apoorly trained
armed officer may in fact pose asecurity risk rather than acting asadeterrent against
terrorist attacks.

Finally, Section 4103 of the Housebill containslanguageintended to mitigate
the threat of terrorist attacks using shoulder-fired missiles — referred to as
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Man-Portable Air Defense Systems (MANPADS) — against aviation assets. A core
element of this language would require the President and the administration to
urgently pursue and enter into international agreements to limit the availability,
transfer, and proliferation of MANPADS through export controls and destruction of
excess, obsolete, and illicit stockpiles of theseweapons. Theseprovisionsareinline
with Administration participation in ongoing international efforts to control
MANPADS. MANPADS controls were incorporated into the Wassenaar
Arrangement on export control sfor conventional weaponsand dual-usetechnol ogies
in 2003. The United States is a signatory to this arrangement. Also, the United
States has led a G-8 initiative to accelerate destruction of excess and obsolete
MANPADS;, strengthen controls on the transfer of MANPADS productions
technology; and develop a methodology for assessing airport vulnerability and
effective countermeasures to mitigate the threat posed by MANPADS.

The provisions in Section 4103 of the House bill also require the Federal
Aviation Administration (FAA) to establish aprocessfor expeditiously certifying the
airworthinessand safety of counter-M ANPADS systemsfor install ation on passenger
aircraft that are currently being developed and evaluated under a DHS program. A
provisioninthissection also requiresthe DHSto report onitsplansto secureairports
and protect arriving and departing aircraft from MANPADS attacks. The report is
to include: the status of airport vulnerability assessments; intelligence data sharing
effortson MANPADSthrests; plansfor responding to intelligence suggesting ahigh
threat level of MANPADS attack within the United States; and the feasibility and
effectiveness of implementing public education and neighborhood watch programs.

Senate Provisions. The provisions of the Senate bill (Section 616)
regarding protection of aircraft from MANPADS does not specifically address
international agreements, and in thisregard the Senate provision on thisissue differs
significantly from the Housebill. However, similar to the House hill, the Senate bill
requires the DHS to submit a report on the MANPADS threat detailing: terrorist
accessto MANPADS; effortsto protect commercia aircraft from MANPADS,; and
an assessment of the feasability of equipping commercia airliners with counter-
MANPADS systems.

The Senate bill contains no provisions regarding international agreements
permitting armed pilotsor thetraining of foreignarmed air marshalsat U.S. facilities.
However, the Senate bill does include a provision not considered in the House hill
that would require the DHS, in consultation with the FAA and the Department of
Defense, to report on current procedures to address explosive, incendiary, chemical,
biological, or nuclear threats on all-cargo aircraft in-bound to the United States. The
report, which is duewithin 180 days after enactment, isto include an analysis of the
potential for establishing secure facilities along established international air routes
for diverting and securing suspect all-cargo aircraft (Section 1108).

Comments. Both the House and the Senate bill contain limited language
dealing with international cooperation and coordination to protect aviation against
terrorist threats. The House bill focuses on international agreementstotrainforeign
air marshalsand deploy armed pilotson U.S. carriersaircraft that fly overseasaswell
as international efforts to control the proliferation of shoulder-fired missiles. The
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Senate bill provision instead focuses on examining procedures to safeguard
international cargo shipments on both passenger and all-cargo flights.

Additional Protections of United States Aviation System from
Terrorist Attacks — Man-Portable Air Defense Systems (MANPADS).
Prepared by Christopher Bolkcom, Specialist in National Defense, CRS Foreign
Affairs, Defense, and Trade Division, 7-2577, and Andrew Feickert, Specialist in
Missile Proliferation, CRS Foreign Affairs, Defense, and Trade Division, 7-7673

Overview. TheHouseprovisioncallsfor effortstolimit theavailability and
transfer of Man-Portable Air Defense Systems (MANPADS) and the destruction of
excess, obsoleteorillicit MANPADSworldwide. Inaddition, thisprovision callsfor
the expeditious certification of missile defense systems for commercia aircraft and
the conduct of a MANPADS Vulnerability Assessment by the Department of
Homeland Security (DHS).

House Provisions. Section 4103: Thisprovision callsfor the pursuit of
further diplomatic and cooperative efforts (including bilateral and multilateral
treaties) tolimit availability, transfer, and proliferation of MANPADS. Section 4103
callsfor acontinuation of current effortsto assurethe destruction of excess, obsol ete,
and illicit stocks of MANPADS worldwide. Section 4103 also cals for the
establishment of agreements with foreign countries requiring MANPADS export
licenses and prohibiting re-export or retransfer of MANPADS and associated
components to a third party, organization, or foreign government without written
consent of the government that approved the origina transfer. The provision
requires DHS to establish a process for conducting airworthiness and safety
certification of missile defense systemsused on commercia aircraft no later than the
completion of Phase Il of DHS's Counter-MANPADS Development and
Demonstration Program. It alsorequirestheFederal Aviation Administration (FAA)
annually to report to specified congressional committees on each airworthiness
certification issued by DHS. Section 4103 requires DHS to report to specified
congressional committeeson DHS plansto secureairportsand arriving and departing
aircraft from MANPADS attacks.

Senate Provisions. S. 2845 has no comparable provisions.

Comments. H.R. 10 Section 4103 is related to 9/11 Commission
Recommendation 19, which calls for the U.S. government to identify and evaluate
the transportation assets that need to be protected and select the most practical and
cost effective ways of defending them. H.R. 10 Section 4103 mirrors H.R. 4056,
“Commercial Aviation MANPADS Defense Act of 2004,” which wasintroduced by
Aviation Subcommittee Chairman John Mica, Aviation Subcommittee Ranking
Member Peter DeFazio, and Representative Steve Isragl on March 30, 2004. Section
4103 calls for the continuation of ongoing U.S. State Department efforts to reduce
the number of MANPADS that could conceivably fall into the hands of terrorists.
The State Department, operating through the Small Arms and Light Weapons
Destruction Program is working with countries where there is a combination of
excess MANPADS, poor control, and arisk of proliferation to terrorist groups or
other undesirable groups, to destroy excess stocks and develop security and
accountability measures. As of September 30, 2004, the State Department reported
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almost 8,000 MANPADS destroyed in nine countriesin Africaand Eastern Europe
and commitments from other countries to destroy another 2,500 missiles.

H.R. 10. Subtitle J: Prevention of Terrorist Access to Destructive Weapons
Act of 2004, Section 2213, Missile Systems Designed to Destroy Aircraft,
criminalizes the production, construction, acquisition, transfer, import, export, and
useof missilesystemsdesigned to destroy aircraft by individuals. Theact establishes
stiff criminal penalties for those who violate it, including life imprisonment or the
death penalty if th

Improving International Standards and Cooperation to

Target Terrorist Financing
Prepared by Martin Weiss, Analyst in International Trade and Finance, CRS Foreign
Affairs, Defense, and Trade Division, 7-5407

Overview. Effectively combating terrorist financing requires effective
coordination of many different elements of national power including intelligence
gathering, financial regulation, law enforcement, and building international
coditions. The Financial Action Task Force (FATF) has been the primary
international organization for improving international standards and promoting
cooperation among countries.

House Provisions. H.R. 10 statesthe Sense of Congressthat the Secretary
of the Treasury should direct U.S. Executive Directors at the international financial
ingtitutions and other multilateral financial policymaking bodiesto usethefull voice
and vote of the United States to urge the ingtitutions and bodies to fund the
implementation of FATF financial standardsand promote economic development in
theMiddle East (Sec. 4111). Inaddition, H.R. 10 would require the Secretary of the
Treasury to establish and conveneaninter-agency council, the International Terrorist
Finance Coordinating Council (Sec. 4113). H.R. 10 would expand reporting
requirements for the Secretary of the Treasury to include an assessment of the
progress made by the International Terrorist Finance Coordinating Council; the
progress made by the United States in negotiations with the international financial
ingtitutions and other multilateral policymaking bodiesin setting international anti-
terrorist financing standards and the extent to which theinstitutions and bodies are
contributing to the fight against the financing of terrorist activities (Sec. 4112).

Senate Provisions. S. 2845, Section 1115, requires a report on U.S.
effectiveness at combating terrorist financing that would include a discussion of
waystoimprovemultilateral and internationa government cooperation, and describe
the adequacy of U.S. agency coordination related to participating in international
cooperative efforts.
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Improving Funding for First Responders

Prepared by Shawn Reese, Anayst in American Nationa Government and
Emergency Management Authorities, CRS Government and Finance Division, 7-
0635

Overview. The 9/11 Commission recommends that state and local
homel and security assistance should be * based strictly on an assessment of risks and
vulnerabilities.” The Commission went on to say that homeland security assistance
“should supplement state and local resources based on risks and vulnerabilities that
merit additional support.” The 9/11 Commission Report p. 396. S. 2845 and H.R.
10 propose to change the current formula used in distributing first responder grant
fundingto statesand localities. Both billswould includethreat and risk criteriainthe
distribution of grant funds.

House Provisions. H.R. 10(TitleV, Subtitle A, sec. 5003) would require
the Secretary of Homeland Security to establish a task force responsible for
identifying first responder capabilities essential to preventing and responding to
terrorist attacks. Additionaly, the Secretary would establish a First Responder
Grants Board that would evaluate and prioritize state homeland security assistance
applications based on the application’s enhancement of first responder essential
capabilities. H.R. 10 would also guarantee states a minimum of 0.25% of total
appropriations for homeland security assistance. States with international borders
and coastlines would be deemed as high risk and allocated a guaranteed minimum
of 0.45%.

Senate Provisions. S. 2845 (Title X, Subtitle E, Section 1054) would
establish a new homeland security assistance program, entitled the Threat Based
Homeland Security Grant Program (TBHSGP), that would include the State
Homeland Security Grant Program (SHSGP), Law Enforcement Terrorism
Prevention Program (LETPP), and the Urban Area Security Initiative (UASI). UASI
would receive 25% of the amount appropriated for the TBHSGP, with the remaining
75% going to SHSGP activities. Additionally, S. 2845 would allocate 38.6% of
SHSGP to be distributed to states. Each state would receive 0.75% (of that 38.6%)
or aper capitashare (as defined by the 2002 census popul ation estimate), whichever
isgreater.

UASI funding would be allocated to major metropolitan areas based on such
criteriaas population density, high threat related to critical infrastructure, and other
threat variables identified by the DHS Secretary. The remaining SHSGP funding
(following the allocation of state minimums) would be allocated based on similar
criteria. The bill also proposes to establish a second homeland security assistance
fund — the Large High-Threat State Fund (LHTSF) — that would be appropriated
at 10.8% of the amount appropriated to TBHSGP to provide additional funding to
states that chose the per capita funding, if 38.6% of SHSGP were not sufficient. |If
Congress chose not to fund the LHT SF, the guaranteed state minimum and per capita
amount allocated to states would be proportionally reduced.
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Comments. Neither H.R. 10 or S.2845 propose to fund state and local
homeland security assistance strictly on threat and risk. Both bills propose a
guaranteed minimum to each state, though both bills do propose to provide some
homeland security assistance funding based on threat.

Government Reorganization Authority
Prepared by Morton Rosenberg, Specialist in American Public Law, CRS American
Law Division, 7-7480

Both H.R. 10 and S. 2845 contain provisions authorizing future
reorganizations of the intelligence community. The approaches taken differ
substantially.

Section 5021 of H.R. 10 would reauthorize the President’ s authority under
5 U.S.C. 901-912, which expired on December 31, 1984, to submit proposed
reorganization plans for fast-track congressional consideration and approval, with
certain modifications. Under the 1984 law, a plan could transfer the whole or part
of an agency, or the whole or part of the functions of an agency, to the jurisdiction
and control of another agency, and it could abolish all or part of the functions of an
agency, “except that no enforcement or statutory program shall be abolished by the
plan.” A plan could not create a new executive department; abolish or transfer an
executive department or independent regul atory agency, or all the functions thereof;
consolidate two or more executive departments or independent regul atory agencies,
or al the functions of such entities; continue an agency or a function beyond the
period it was authorized by law; authorize an agency to exercise a function not
expressly authorized by law at the time the plan is proposed; or create a new agency
that is not a component or part of an existing executive department or independent
agency. A plan aso could not deal with more than one logically consistent subject
matter, and, as with all previous versions of statutory reorganization authority, the
authorization expired within a defined limited period.

Section 5021 would amend Section 905 to allow only submission of
reorgani zation plansfor 11 named intelligence community unitsaswell as elements
of any other department or agency that may be designated either by the President
alone, or jointly by the NID and the head of the department or agency concerned, as
an element of the intelligence community. Section 903(a)(2) would be amended to
allow for the abolition of all or part of the functions of a covered entity without the
formerly included limitation that “ no enforcement junction or statutory programshall
be abolished by the plan.” Section 903 would also be amended to allow a plan to
propose creation of anew agency. Also, the grant of reorganization authority would
be permanent, rather than subject to periodic congressional reauthorization.

Section 333 of S. 2845 does not renew the existing reorgani zation statute, but
rather provides that the NID, with the approval of the President, and after
consultation with affected intelligence community elements, would be allowed to
“alocate or redlocate functions among the officers of the National Intelligence
Program, and may establish, consolidate, alter, or discontinue organizational units
withinthe Program, but only after providing notice of such actionto Congress, which
shall include an explanation of therationalefor theaction.” Thisauthority would not
“extend to any action inconsistent with law,” and could only be undertaken with the



CRS-67

approva of each of the congressional intelligence committees and the Senate
Governmental Affairs and House Government Reform Committees. These latter
congressional approval requirementswould appear to belegid ativevetoes proscribed
by the Supreme Court in INSv. Chadha, 462 U.S. 919 (1983).

Restructuring Relating to the Department of Homeland

Security and Congressional Oversight
Prepared by Nye Stevens, Deputy Assistant Director and Specialist in American
National Government, CRS Government and Finance Division, 7-0208

Overview. The9/Il Commissionidentified“unity of effort” in congressional
oversight of homeland security and intelligence as a primary thrust of its
recommendations. It also noted that the Department of Homeland Security needed
to regularly monitor threatsto the nation’ stransportation, communications, financial,
and other infrastructure ingtitutions in order to develop plans and exercise
mechanisms to enhance preparedness. H.R. 10 contains several organizational
provisions that would direct the Department’s attention to particular areas of
vulnerability, and a sense of the House provision urging attention to organization of
the House relating to homeland security in the 109" Congress. The Senate bill does
not include these matters.

House Provisions. TitleV(c) contains several provisions relating to the
organizational structure of the Department of Homeland Security. The provisions
would

e establish an office of counternarcotics enforcement in the
Department, and provide accountability mechanisms, including
reports to Congress (Sec. 5025) and inclusion of counternarcotics
enforcement in relevant individual performance appraisas (Sec.
5026);

e create an Assistant Secretary for Cybersecurity, who would have
primary responsibility within the Department over the National
Communications System (Sec.5028);

e directing the Secretary to ensure and to report to Congress that law
enforcement and intelligence information is effectively shared with
thosein the Department responsi blefor security-rel ated screening of
individuals and entities interacting with U.S. border and
transportation systems (Section 5029); and

e create an Under Secretary for the Private Sector and Tourism to
assess and coordinate policies of the Department that affect the
private sector, including the tourism industry (Section 5030).

The House hill also contains a sense of the House provision (Section 5027)
that discusses the activities and recommendations of the Select Committee on
Homeland Security, the A ppropriations Committee, and variousruleschangesrel ated
to continuity of Congressin an emergency. It expresses the sense of the House that
the Rules Committee should act on these various recommendations at the start of the
109" Congress.
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Senate Provisions. The Senate bill does not contain comparable
organizational provisions relating either to the Department or congressional
jurisdictions. However, on October 9, 2004, the Senate passed S. Res. 445, making
anumber of committee organizational and jurisdictional changesto becomeeffective
at the beginning of the 109" Congress, including renaming the Committee on
Governmental Affairs as the Committee on Homeland Security and Governmental
Affairs,

Comments. Congress wants to ensure that the Department of Homeland
Security is attuned to emerging threats to the nation’s infrastructure, and that its
attention goeswell beyond the pre-existing jobs of the entitiesthat were brought into
the new department. Two ways that Congress can focus the attention of an
executive department on specific areas of concern are to provide for a statutory
position to be filled by an individual Congress can call to account, and to require
regular reports on activities and progress toward solving particular problems.

Improvements to Information Security
Prepared by Jeffrey Seifert, Analyst in Information Science and Technology, CRS
Resources, Science, and Industry Division 7-7081

Overview. A recurrent theme throughout the 9/11 Commission Report is
that the role of information in facilitating intelligence and homeland security
objectives cannot be understated. Specifically, the 9/11 Commission Report
recommendations emphasi ze the importance of good information acquisition and
analysis techniques, as well as the ability to share information among relevant
entities.  Although the 9/11 Commission Report does not explicitly discuss
information security issues, there is an implicit understanding that information
security must be considered when designing and implementing an information
sharing system. To that end, both H.R. 10 and S. 2845 include provisions designed
to strengthen agency planning for information security needs.

House Provisions. Setion5031 would amendthe Clinger-CohenAct (P.L.
104-106) by inserting either a word (i.e., “security” or “secure”) or a phrase (i.e.,
“including information security risks’ or “investments in information technology
[including information security needs]”) in five different places in the information
technology management law. Although the Clinger-Cohen Act already includes
some references to information security, these changes are intended to more
explicitly emphasize that information security concerns must be taken into account
as part of the information technology capital planning and investment control
responsibilities carried out by the Office of Management and Budget (OMB) and
individual agencies.

Senate Provisions. Section 1101 in S. 2845 as engrossed by the Senate
isidentical to Section 5031 in H.R. 10, as engrossed by the House.

Comments. These provisions are identical to those in H.R. 4570, which
was introduced on June 15, 2004 by Representative Putham and referred to the
Committee on Government Reform.
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Personnel Management Improvements
Prepared by Jack Maskell, Legislative Attorney, CRS American Law Division, 7-
6972

Personal Financial Disclosure. Section 5043 of H.R. 10 amends the
Ethics in Government Act of 1978 [EGA] to change financial disclosure
requirementsfor certain officersand employees who would be employed in or under
the Office of National Intelligence Director, or an element of the intelligence
community. The public disclosures required of such personnel are similar to those
required under the EGA, although the de minimis thresholds for requiring the
disclosure of certain items are raised under the bill, the number of “categories of
values’ for disclosure of reported items are reduced and the values in each category
correspondingly expanded, and certain exceptions from disclosure of past income
from clients are expanded. Some of these changes are aong the lines of those
proposed by the Office of Government Ethics for “streamlining” the disclosure
requirements of presidential appointees (see, S. 1811, 107" Congress, S. Rpt. No.
107-152). The Senatebill (S. 2845) would not providefor such changesinthe public
financial disclosurerequirements, but rather directsthe Office of Government Ethics
to evaluate and report on recommendations for improving the financial disclosure
system and the federal conflict of interest lawsin general, and providesfor areview
of the presidential appointment process with an eye to reducing the number of
positions requiring Senate confirmation.

Agency Plans Required. Prepared by Henry Hogue, Analystin American
National Government, CRS Government and Finance Division, 7- 0642

Overview. Legidation was introduced in both the 107" and 108"
Congresses to reduce the number of Senate-confirmed appointments to executive
branch positions. For example, the Presidential Appointments Improvement Act of
2001 (S. 1811) wasfirst introduced during the 107" Congress. Among other things,
the bill would have required each agency to submit, within 180 days of enactment,
a plan providing for the “reduction of — (A) the number of positions within that
agency that require an appointment by the President, by and with the advice and
consent of the Senate; and (B) the number of levels of such positions within that
agency” (' S. 1811 (107th Cong.), Sec. 6(b)(2)). The bill was not acted upon by the
full Senate. Similar legislation wasintroduced in the Senate (S. 765) and the House
(H.R. 1603) during the 108" Congress.

House Provision. Section 5044 of H.R. 10 would direct agency headsto
submit to the President, the Senate Governmental Affairs Committee, and the House
Government Reform Committee, plansfor the reduction in the number and levels of
presidentially appointed positions requiring the advice and consent of the Senate.
The provision isvery similar to S. 765, Section 6 and H.R. 1603, Section 6.

Senate Provision. S. 2845, Section 1102(c) is very similar to H.R. 10,
Section 5044.

Comments. The two versions of the legislation, H.R. 10,, and S. 2845,
have very similar provisionsin this area
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Section 5042 (Vacancies Act Exceptions). Prepared by Henry Hogue,
Analystin American National Government, CRS Government and FinanceDivision,
7-0642

Overview. The9/11 Commission Report included arecommendation (#38)
that appointments to key national security positions at the time of presidential
transitions occur more quickly. The 9/11 Commission called for seven specific
remedial changes: initiation of the security clearance process for prospective
appointeesto national security positionsimmediately after the presidential election;
pre-election identification, by each presidential candidate, of potential members of
his transition team to allow for timely security clearance; centralization of the
security clearance processin one agency; pre-inaugural submission, to the Senate, of
nominations by the President-elect to positions on the “national security team;”
expedited Senate consideration of these nominations; elimination of advice and
consent requirements for any “nationa security team” members below Level 111 of
the Executive Schedule; and prompt and thorough written national security
information exchange between the outgoing and incoming administrations.

House Provision. Section 5042 of H.R. 10 would rewrite the presidential
inaugural transition section (5 U.S.C. 3349a) of the “ Federal VVacancies Reform Act
of 1998" (“Vacancies Act’; codified at 5 U.S.C. 3345-3349d). It would allow
incumbent or newly elected Presidents, following an inauguration, to make certain
types of temporary appointmentsto certain advice and consent positionswithout two
restrictions in the Vacancies Act that would otherwise apply.

Senate Provision. S. 2845 hasno provision related to thisissue.

Comments. Although the changes to the President’'s temporary
appointment authority proposed by Section 5042 might have the effect of filling
certain positions more quickly immediately following inaugurations, it was not
among the specific changes called for by the Commission.

The Vacancies Act alows the President to make temporary appointments,
without the advice and consent of the Senate, to positions that would otherwise
require such advice and consent (PAS positions). At present, the presidential
inaugural transition section of the act allows a newly inaugurated President to make
such appointmentsfor longer termsthan would otherwise be allowed by the act. The
rewritten presidential transition section would continue to permit this practice for
newly inaugurated Presidents.

The rewritten section would also add a provision that would apply to both
incumbent and newly inaugurated Presidents. It would remove, for “national security
positions” during inaugural periods, certain limitations related to one temporary
appointment method. The Vacancies Act presently provides three methods for
temporarily filling vacant PAS positions. One method allows the President to direct
an officer or employee of an agency where a PAS position vacancy exists to
temporarily perform the functions and duties of that office. The law requires that
such aperson (1) must have been at the agency for not less than 90 of the preceding
365 days and (2) must have been paid at arate equal to or greater than a position at
GS-15 of the General Schedule. Section 5042 would removethesetwo requirements
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for “any vacancy in any specified national security position that exists during the 60-
day period beginning on inauguration day.” With regard to this provision, the
legislation would define “ specified national security position[s]” as “not more than
20 positions requiring Senate confirmation, not to include more than three heads of
Executive Departments, which are designated by the President on or after an
inauguration day as positions for which the dutiesinvolve substantial responsibility
for national security.”

Confirmation. Prepared by Betsy Palmer, Analyst in American National
Government-Congress, CRS Government and Finance Division, 7-0381

Overview. The9-11 Commission recommended that the Senate changeits
process for confirming members of the National Security Team, to ensurethereisa
smooth and quick transition between presidential administrations when it comesto
those responsiblefor national security policy. Tofacilitate abetter process, the 9/11
Commission recommended that “The Senate, in return, should adopt special rules
requiring hearings and votes to confirm or reject national security nominees within
30 days of their submission.”* The 9/11 Commission’s report did not say how to
implement or enforce this recommendation. The 9/11 Commission also
recommended that the requirement that the Senate provide advice and consent on
some nominations be abolished.

House Provisions. Section 5041 of the House amendment to S. 2845
would require that the Office of Personnel Management create alist of all national
security positionswhich require Senate confirmation within 60 daysafter enactment.
For the top positions, such asthe Secretary of Defense, who are Level 1 employees
on the Executive Schedule, the House bill would not change the current Senate
confirmation process. The President would choose anominee and submit their name
to the Senate for its advice and consent. The nominee would then have to be
confirmed by the Senate.

The House-passed version of S. 2845, however, would change the Senate
confirmation process for other national security nominees. For Executive Schedule
Level Il employeeswithin the National Security Team, such asthe Deputy Attorney
General, and Executive Leve 111 employees, such asan Under Secretary of State, the
House amendment would require that the Senate act within 30 days of receiving a
nomination, or the nomination would go into effect without Senate action. The
House amendment does not contain any details about how the Senate might
implement such a 30-day deadline. An analysis of the Bush and Clinton
Administrations showed that the majority of national security nominees were
confirmed within 30 days (see CRS Report RL32551, 9/11 Commission
Recommendations: The Senate Confirmation Process for Presidential Nominees,
which also contains analysis of the potential impact of a 30-day deadline for Senate
consideration of some nominations.).

* The 9/11 Commission Report, p. 422.
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For Level IV and Level V national security employeeswho currently require
Senate confirmation, the House amendment would remove that requirement and
allow them to be appointed at the discretion of the President.

Senate Provisions. As passed by the Senate, S. 2845 was amended to
includeaprovision that callsfor quick action on nomineesbut would not commit the
Senate to deadlines. Instead, the bill at Section 1081(b) includes a “sense of the
Senate” resolution stating that “the Senate committees to which these nominations
are referred should, to the fullest extent possible, complete their consideration of
these nominations, and, if such nominations are reported by the committees, thefull
Senate should vote to confirm or reject these nominations within 30 days of their
submission.” Thisis, essentially, an affirmation of the current confirmation process.

Comments. The House-passed version of the bill would make major
changesin the Senate’ s confirmation process. Dozens of positionsthat now require
Senate confirmation, such as assistant secretaries of Defense, would no longer be
subject to Senate approval. Thiscould result in somewhat uneven application of the
advice and consent function. An assistant secretary of Labor, for example, would be
required to obtain the assent of the Senate while top National Security appointees
would not. The House-passed provisions would remove the Senate’s advice and
consent role for an additional set of nominees, if the Senate did not have an up or
down vote within 30 days of receiving the nomination. The group this provision
would cover includes the Director of Central Intelligence and the Secretaries of the
Air Force, Army and Navy.

Security Clearance Modernization
Prepared by Fred Kaiser, Specialist in American National Government, Government
and Finance Division, 7-8682

Overview. Proposals have existed for many years about expediting and
otherwise improving the security clearance process, that is, determining a federal
employee's or applicant’s eligibility for access to classified national security
information. The 9/11 Commission recognized this in presenting two of its 41
recommendations, which suggest modernizing the clearance process, among other
matters. The Commission proposed: “Information procedures should provide
incentives for sharing, to restore a better balance between security and shared
knowledge”; and “ The president should |ead the government-wide effort to bring the
national security institutions into the information revolution. He should coordinate
the resolution of the legal, policy, and technical issues across agencies to create a
“‘trusted information network.’”

House Provisions. Sections 5071-5078 of H.R. 10, are designed to
modernize the security clearance process. The provisions would standardize the
process across federal agencies, set uniform requirements for the clearance levels,
and expedite background investigations. New, clarified, or enhanced powers to
accomplish these goals include authority that would allow the establishment of
government-wide criteria and standards for financia disclosure, administration of
polygraphs, and security clearance questionnaires, as well as a national database
regarding security clearances.
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The House bill details other proposed changes. It specifies offices which
would be responsible for certain types or levels of clearances, provides specifically
for reciprocity among agenciesin accepting background investigations conducted for
other agencies, and sets atime-limit for conducting a clearance (atotal of 60 days,
consisting of 40 daysfor theinvestigation and 20 for the adjudication). H.R. 10 also
callsfor increased or improved use of existing tools and technology in conducting
investigations, provides for interim clearances in certain situations, on-going
monitoring of clearance holders using a new “regularly recurring verification”
process. This process could be used as a basis for terminating a security clearance
and in periodic reinvestigations to address emerging threats. In addition, the new
“regularly recurring verification” could replace periodic reinvestigations, if the
Nationa Intelligence Director (NID) certifiesit.

Section 5077 would change the national security clearance process during
presidential transitions. It would require the President-elect to submit to the NID the
names of candidatesfor high-level national security positions (at or above the under
secretary level) as soon as possible after a general election. The NID would be
responsible for the “ expeditious completion” of background investigations for such
individuals before the inauguration. A similar process would be required for
prospective transition team members needing clearance, with completion required,
“to the fullest extent practicable,” by the day after the general election.

Senate Provisions. S. 2845 (Sec. 116) responds to the need to improve
the clearanceprocess, by calling upon the President, in consultation withthe National
Intelligence Director: to establish uniform standards for access to classified
information; ensure the consi stent implementation of such requirements throughout
the government; ensurethat an individual who is granted or continued eligibility for
access by one agency istreated aseligiblefor access at the same level elsewherein
the government; establish uniform standards for polygraph examinations, financial
disclosure, and security clearance questionnaires, and ensure that the proposed
national database meets the needs of the intelligence community. The bill also
provides for the President to select one federal agency which would be responsible
for conducting all security clearances investigations throughout the government for
employees and contractorsand maintain all security clearances of such employeesor
contract personnel.

S. 2845 would also amend the Presidential Transition Act of 1963, including
provisions to recommend submission by the President-elect to the agency with
national security clearance functions of “names of candidatesfor high level national
security positions through the level of undersecretary” as soon as possible after the
presidential election; and to require the appropriate agency to carry out background
investigations of these candidates for high-level national security positions “as
expeditioudly as possible ... before the date of theinauguration.” 1t would similarly
facilitate this process for those prospective transition team members needing
clearance, with completion required, “to the fullest extent practicable,” by the day
after the general election.

Comments. The House and Senate bills offer similar solutions to similar
problems. Improvements in expediting the security clearance process, setting
uniform standards, and requiring reciprocity arecommon el ements. Both, moreover,
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cal for setting government-wide criteria and standards for financial disclosure,
administration of polygraphs, and security clearance questionnaires as well as
regquirementsfor anational databaseregarding security clearances. The twoversions
differ, however, intheir specificity (with H.R. 10 being more extensive and detailed
than S. 2845) and their specifics. The House bill, for instance, adds provisions
designating an official in charge of program oversight and administration, clearing
applicantsfor a presidential transition team and for high-ranking positionsin anew
administration, and instituting anew “regularly recurring verification” requirement.
It would also centralize background investigations in a single agency.

Emergency Financial Preparedness
Prepared by William Jackson, Specialist in Financia Institutions, CRS Government
and Finance Division, 7-7834

Overview. The House Financial Services Committee markup of H.R. 10
added several financia preparedness/security provisions to the measure, which the
9/11 Commission had not recommended. The resulting Committee language
included the following, among other things, in its Report dated October 1, 2004.
These amendments would strengthen financial institutions from within, against
natural and unnatural (terrorist) disastersin their operations. Senate-passed S. 2845
generally follows the Commission’s focus on intelligence and security matters,
including infrastructure protection for financial institutions.

House Provisions. House-passed H.R. 10, Title V, Subtitle G:

— 85082 expresses the sense of Congressthat the Treasury, in consultation
with other agencies, furnish resources and report efforts to educate
consumers and employees of the financial services industry about domestic
counter-terrorist financing activities.

— 885084 — 5086, titled “Emergency Securities Response Act of 2004.”
Enables the Securities and Exchange Commission (SEC) to issue orders and
take other emergency actions to address extraordinary private securities
market disturbances. Gives the Treasury authority paralel to the SEC for
government securities market disturbances.

— 85087 requiresthe Federal Reserve, the Office of the Comptroller of the
Currency, and the SEC to report on private sector financia business
continuity plans, including more financial services entities than are under
existing regulatory guidance. The agencies published their regulation in the
Federal Register in 2003, asthe Interagency Paper on Sound Practices to
Srengthen the Resilience of the U.S. Financial System.

— 85088 expresses the sense of Congress that insurance and credit rating

companies consider businesses' compliance with private sector disaster and
emergency preparedness standards in  assessing insurability and
creditworthiness, to encourage private sector investment in disaster and
emergency preparedness.

— 85089 requires the Treasury to report on its efforts to encourage
public/private partnerships to protect critical financial infrastructures.
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Senate Provisions. Senate-passed H.R. 2845, Title X, Subtitle D, 81045
includes a sense of the Congress provision for insurance and credit rating companies
as above. Its §1046 requires the Department of Homeland Security to address and
report on financial institutions, among other sectors, in critical infrastructure and
readiness assessments.

Comments. The House had passed the freestanding SEC/Treasury
emergency preparedness|anguage, known asthe Emergency SecuritiesResponse Act
of 2003, as H.R. 657 on February 20, 2003. The Senate did not takeit up. H.R. 10
would encourage financial businesses smaller than the largest “wholesale”
transacting and clearing entities, the only firms now covered by the Interagency
Paper, to undertake emergency preparedness, largely through existing financial
coordination and regulatory arrangements. The Senate measure would place a
significant amount of preparednesswiththe Department of Homeland Security. The
insurance and credit rating provision of both resembles concerns over lending and
insuring in areas subject to flooding and the like, where planning against the
consequences of disastersisimportant for project financing.

Private Sector Preparedness
Prepared by Keith Bea, Analyst in American Nationa Government, CRS
Government and Finance Division, 7-8672

Overview. The 9/11 Commission report noted that individuals and private
corporations control many of the resources and critical infrastructure in the country.
The commission urged DHS to help the private sector improve its capability to
respond to terrorist attacks by adopting emergency preparedness standards that have
been adopted and are being used in the public sector. The commission also
recommended that the insurance and credit-rating industries consider the extent to
which private compani es have adopted such standardsin determininginsurability and
credit-worthiness. The American National Standards Institute (ANSI) proposed to
the 9/11 Commission that a standard developed by the National Fire Protection
Association (NFPA 1600) be accepted as a common framework for private sector
preparedness.

House Provisions. H.R. 10, section 5088, includes a sense of the
Congress provision regarding private sector adoption of preparedness standards.

Senate Provisions. S. 2845, Section 1004, would require that DHS
establish a program to promote emergency preparedness in the private sector,
including adoption of the specified standards. The bill aso includes a sense of
Congress provision regarding the consideration of such standards by the insurance
and credit-rating industries.

Comments. Theprimary difference betweenthetwo billsisthat the Senate
bill would require establishment of aprogram to promote private sector preparedness
initiatives, H.R. 10 would not.
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Other Matters — Mutual Aid
Prepared by Keith Bea, Specidist in American National Government, CRS
Government and Finance Division, 7-8672

Overview. For decades state and loca governments have relied upon
mutual aid agreementsto obtain assistancefrom other unitsof government to prepare
for and respond to catastrophes that overwhelm their resources. The importance of
such initiativeswas emphasized in 1996 when Congressenacted P.L. 104-321. This
statute signified congressional approval of the Emergency Management Assistance
Compact (EMAC), which the Southern Governors Association initiated after
Hurricane Andrew devastated south Florida in 1992. Mutual aid agreements,
including EMAC, set forth the procedures and conditions under which emergency
assistance is provided to requesting states. While the mutual aid agreements have
improved emergency management capabilities, the9/11 Commission and othershave
expressed concern that existing mutual aid agreements do not adequately address
certain emergency preparedness and response needs. The 9/11 Commission
specifically found that congressional action was required to resolve liability and
indemnification “impediments’ in the National Capital Region (NCR).

House Provisions. H.R. 10, Section 5102, would authorizelocal, state or
federal officialsto negotiate mutual aid agreementsfor emergency assistance and to
facilitate participation in training exercises consistent with state laws. Officials
responding to an event or training in an exercise in ahost state would remain liable
under their own state laws and would be covered by the death benefit and workers
compensation provisions of their home state. Litigation must be brought in the state
courts of therespondersor in U.S. District Courts within the responders’ state; suits
against federal officials may only be considered in a U.S. District Court. Section
5103 provides that authorized representatives may enter into litigation management
agreements that would provide for a federa cause of action for claims against
Emergency Response Providers. This federal cause of action would apply the
substantive law either of the state in which the acts of terrorism occurred, or of the
state determined by the choice of law principles agreed to in the litigation
management agreement. However, state law would not apply if it were inconsistent
with or preempted by federal law. Section 5103 of the bill also prohibits punitive
damages and does not protect persons or entities that commit or support terrorism
acts. Section 5106 requires that the Secretary inventory, catalog, and evaluate
existing compacts.

Senate Provisions. As amended on the floor of the Senate, S. 2845
Section 1042 would authorize state and local government officials in the National
Capital Region (NCR), and federal officials, to enter into mutual aid agreementsfor
emergency response, preparing for or recovering from an emergency, or training for
such activities. The District of Columbiawould be authorized to purchase liability
and indemnification insurance or self insure against claims. Responding parties are
subject to liability laws of their own state, and legal actions may be brought only
under the laws of the responder’s state, or federa law as appropriate. The bill
provides for a good faith exception and requires that workers compensation as well
as death benefits be provided according to the laws of the responders’ states.
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Comments. Considerable differences exist between the mutual aid
provisions in the two bills. While H.R. 10 provides authority for mutual aid
agreements across the nation and establishes a national standard for claims against
responders, S. 2845 focuses solely on the National Capitol Region. Both bills
providethat the laws of the responders “home” state areto be followed in resolving
litigation. WhileH.R. 10 does not specifically address mutual aid agreementsfor the
NCR, Section 5010 does indirectly address the issue — it requires that DHS study
the definition of National Capitol Region and consider its geographic boundaries.

Senate Provisions Not in H.R. 10

National Preparedness
Prepared by John Moteff, Specialist in Science and Technology, CRS Resources,
Science, and Industry Division, 7-1435

Senate Provisions. S. 2845, Section 1045 (Title X, Subtitle D) isentitled
Critical Infrastructure and Readiness Assessments. This section requires the
Secretary of Homeland Security to:

“(A) identify those elements of the United States' transportation,
energy, communications, financial, and other institutionsthat need to
be protected;

(B) develop plans to protect that infrastructure; and

(C) exercise mechanisms to enhance preparedness.”

It requiresthe Secretary to report to Congress 180 days after enactment of the
bill and annually, thereafter, on —

“(2)...the progress in completing vulnerability and risk assessments
of the nation’s critical infrastructure;

(2) the adequacy of the Government’s plans to protect such
infrastructure; and

(3) the readiness of the Government to respond to threats against the
United States.”

Thefirst part of thissection correspondsdirectly withthe9/11 Commission’s
language used to introduce its final recommendation. The Commission’s final
recommendation stated that “the Department of Homeland Security should regularly
assess the types of threats the country faces to determine (a) the adequacy of the
government’s plans — and progress against those plans — to protect America's
critical infrastructure, and (b) the readiness of the government to respond to the
threats....” The second part of the Senate's language roughly corresponds to the
Commission’s language. However, the emphasisin the Commission’s languageis
to “regularly assess the type of threats’ and to use this regular reassessment to
determine the adequacy and progress of government’s plans to protect critical
infrastructure. The Senatelanguage callsfor something alittle different: areport on
the progress of vulnerability and risk assessments and the adequacy of government
plans to protect critical infrastructure. Vulnerability and risk assessments can be
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considered as input to the government’s effort to plan for critical infrastructure
protection, but not the plan itself. The Senate |anguage does not mention a regular
assessment of the types of threat. Finally, the Senate language goes beyond the 9/11
Commission’ s recommendation and requires areport, with deadlines.

House Provisions. TheHouse bill does not have asimilar provision. Its
language regarding atransportation security plan (Titlell, Subtitle G, Section 2172)
issimilar, but relates only to the transportation infrastructure.

Review of Components of National Intelligence Program
Richard Best, Specialist in National Defense, 7-7607

Senate Bill. S.2845, Section 338, provides that the National Intelligence
Program (notwithstanding the earlier definition in Section 2) shall consist of al
“programs, projects, and activities’ that are part of the National Foreign Intelligence
Program (NFIP) upon the date of enactment; the NID and the Secretary of Defense,
however, aretoreview Joint Military Intelligence Programsand Tactical Intelligence
(IMIP) and Related Activities (TIARA) and certain other Defense Intelligence
Agency/DOD programs. Upon completion of thereview, the NID shall submittothe
President recommendations regarding programs, projects, and activities, if any, to be
included inthe National Intelligence Program along with comments by the Secretary
of Defense. Thisreview would assess whether IMIP/TIARA programs in agencies
(especidly, the National Security Agency, the National Reconnaissance Office, and
the National Geospatial-Intelligence Agency) that will be under the authority of the
NID should be transferred into the National Intelligence Program (which the NID
will manage), remain in their present agencies under management of the Secretary
of Defense, or be transferred out of their present agencies to other locations in the
Defense Department. Floor debate on this provision centered on weighing the
importance of strengthening the control of national intelligence agenciesby the NID
versus the importance of ensuring that programs directly related to supporting
military operations remain responsive of the Secretary of Defense.

House Bill. H.R.10 has no comparable provision.

Amendment 3841, Amendment 3837
Prepared by Blas Nufiez-Neto, Analyst in Social Legidation, CRS Domestic Social
Policy Division, 7-0622

Amendment 3841. S. 2845, Section 1122, would require DHS to present
a plan within 6 months of the enactment for the systematic surveillance of the
Southwest Border by remotely piloted aircraft. The Secretary is directed to
implement the submitted plan as a pilot program as soon as sufficient funds are
appropriated and available.

Amendment 3837. S. 2845, Title1X, Sections 901-905, would authorize
DHS to carry out a pilot program to test advanced technology, such as sensors,
cameras, and unmanned aeria vehicles, between ports of entry (POE) along the
Northern border. The Secretary is authorized to work with whatever private and
public agencies are necessary to procure and use the advanced technologies, and is
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directed to report no later than one year after enactment of the act on the pilot
program.

Transmittal of Record, to Presidential Candidates, Relating
to Presidentially Appointed Positions

Prepared by Henry Hogue, Analyst in American Government, CRS Government and
Finance Division, 7-0642

Senate Provision. S. 2845, Section 1102(b), would direct the Office of
Personnel Management (OPM) to transmit an electronic record “on Presidentially
appointed positions,” with specified content, to amajor party presidential candidate
soon after his or her nomination, and to subsequently make such arecord available
to any other presidential candidate.

House Provision. H.R. 10 has no provision related to thisissue.



